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Abstract: In a large-scale SDN network, the distributed controllers are applied to 
realize the centralized controlling order to acquire network resources, users may need 
to access multiple controllers in the Internet. And in the process of login, the problem 
of illegal access would probably occur as attackers can steal the identity information of 
legitimate users. As in this condition, this paper proposes a lightweight dynamic 
authentication scheme based on smart card to solve the security problems in accessing 
the networks with multiple controllers. With the use of smart card, an outstanding 
authentication mode, and a self-verified timestamp technique, this scheme can avoid 
the clock synchronization problems, and save costs in generating random numbers. 
With the advantages of low calculation and small-scale storage, the scheme can largely 
improve the authentication in the aspects of security and practicability. And it meets 
the complexity requirements of SDN. 
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1. Introduction 
 
In the large-scale networks, the mode of single controller can not meet the 
requirements of the whole network, and the problem of single point of failure also exists 
[1]. Therefore, multiple controllers are used to enhance the capacity of network. In this 
situation, as we can see in Figure 1, users are facing the problem of accessing more 
than one controller. 
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Figure 1.  users and contollers 
 
For making sure the security of controllers, avoiding illegal logins of attackers, a strict 

authentication must be applied. And in the multiple-controller environment, the 
authentication should also be able to meet the requirements that users can access 
multiple controllers with only one register [4]. The article [7] proposes an 
authentication protocol based in multiple-server environment, which realizes the target 
of only one register. The article [8] is also a multiple-server authentication protocol 
based on neural net. Both [7] and [8] are based on static identity information, and this 
method can not protect users’ identity information from being stolen by attackers. The 
article [9] proposes a dynamic way to realize identity authentication, but it can not resist 
malicious attacks. The article [10] gives an improved scheme based on [9], but it still 
has lots of problems. In recent years, the article [11] makes improvements on previous 
schemes, but it is easy to be attacked by stealing the smart cards. The article [13] 
proposes an improved protocol applied in the environment of multiple-server, but the 
problems of guessing and stolen verifier attack and middle attack still exist and the 
procedure of authentication and key negotiation is imperfect. This paper proposes a 
new scheme on the basis of article [14].With the self-verified timestamp technique and 
smart card, this new scheme can solve the problems discussed above. 

 
2. Lightweight Dynamic Authentication Scheme Based on Smart Card 

 
Based on smart card, this scheme is to solve the problems of illegal access when users 
login the controllers. What are going to be talked about are the security features of 
smart cards and the scheme itself. 
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2.1 Security features of smart cards 
 

The security feature of smart cards is the most important part of this technique, which 
is not only the feature of tamper resistant, but also the logical integrity of data stored on 
the card [5]. These features of smart card are achieved through security measures of 
hardware and software. The internal components of the smart card are shown in Figure 
2. 
 

 
 

Figure 2.  Internal components of the smart card 
 
(1) From the view of hardware, smart cards use chip security technology to prevent 

physical attacks, such as fuse, detector, logic protection of memory, etc. With the 
development of electronic technology, hardware security performance of smart card 
has been obtained. 

(2) From the view of software, the security of the smart card is made sure by the chip 
operating system for using cryptographic algorithms. In communication with the 
outside world, identity authentication must be completed between the smart card and 
the terminal. In this scheme, both the smart cards and the authentication terminals 
adopt one-way hash function to encrypt the text. The one-way hash function is acting 
on any long messages, and will return a hash value of a fixed length [6]. The function 
model is h=H (M), ‘H’ stands for one-way hash function, ‘h’ is the digest of the 
generated message. The message ‘h’ itself has a fixed length, which has nothing to do 

with ‘M’. H has the properties as follows: ① Given ‘H’ and ‘M’, it is easy to calculate ‘h’; 

② Given ‘h’ and ‘H’, it is difficult to calculate the ‘M’, and can not even get any messages 

from ‘M’; ③Given H, it is not feasible to find two different messages, M1 and M2, which 

makes H (M1) =H (M2). 
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2.2 The authentication scheme 
 

As we can see in Figure 3, the authentication scheme contains three participants: 
authentication server, controllers, and users. Generally, authentication server contains 
a registration module, which is a trusted third party and is mainly responsible for the 
selection of system parameters as well as the registration of users and controllers.  
 

 
 

Figure 3.  Dynamic identity authentication in SDN with multiple controllers 
 
For explaining the process of the scheme in detail, declare the symbols firstly. 
VS is authentication server; k1 is the main key of VS; k2 is the secondary key of VS; 
, the controller; , the identity sign of ; , the legal user; , the identity of ; 

, the password of ; r, random number generated by user; h(.) stands for one-way 

hash function; ⊕ , XOR operation; ǁ, connection operation. 

 
2.2.1 Registration 

 
The controller must be registered to an authentication server; otherwise the 
authentication server can not provide authentication services for the controller. The 
controller registered to the authentication server, the authentication server VS calculate 

h( ⊕ k2), h(k1ǁk2), and send the result to the controller . 

If it is the first time for the user to apply for access controller, the user should send 
his , password, and  to the authentication server for registering. After 
then, the authentication server will generate a random number ‘n’, and calculates 

, , , , pack those 
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results into a smart card. At last, the server sends the card to the user, and the user puts 
his own random number ‘r’ into the card.  

If the user needs to modify his registration information, he can change all the 
information without interacting with the server. What he need to do is putting the card 
into a card-reader, input the old  and password, after passing the identity check, he 
can modify the information. 
 

2.2.2 The authentication process 
 

The details of the authentication process are shown in Figure 4. 
 

 
 

Figure 4.  The authentication process 
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 Login 
 inserts the smart card into the card reader, input ,  and . The smart card 

calculates . And verify , if the authentication fails, 
the current session ends. 

 select the current time stamp , calculates , 

, , , and sends the 

results to the controller . 

 The authentication and key agreement 
Step 1: The controller  receives the login request from . 

 calculates , , , 

, , and verifies the validity of . If the  is 

not valid, the controller will refuse the user to login. 
 verifies , if the equation is not established, the current 

operation ends. Otherwise,  selects the current time stamp. After 

calculating , , the  sends the results to the 

user . 
Step 2: The user  receives the message from the controller . 

 calculates , and verifies ,  is the time stamp when 
the user received the message. If  can not pass the verification, the session will be 
disconnected, or the user verifies , if the equation is not 

established, the current operation will be cutout. Otherwise, the user 
calculates , and sends the results to the controller. 

Step 3: The controller  receives the massage. 

 verifies ,  is the time stamp when  received the message. If  

can not pass the verification, the session will be disconnected, or  

verifies , if the equation is not established, the current 

operation will be cutout. Otherwise, the authentication between  and  is 

successfully completed. And they will share the key, , which 

means the user  can access the controller . 

 
3. Security Analysis 

 
The security features of this scheme are as follows: 

(1) In this scheme, it is impossible for the attackers to calculate Di and Ei by stealing 
the users’ smart cards, because of the features of the one-way hash function. As 
attackers can not fake the valid request, they are unable to implement the play attack. 
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(2) Based on the one-way hash function, attackers can not get the  and , therefore 
it makes no sense for attackers to intercept the information between user and controller, 
and then send them again. As they can not get the session key, they are unable to 
implement the man-in-the-middle attack. 

(3) This method uses the time stamp technology [15] for self verifying. The 
participants who generate the initial time stamp verify the validity of the time stamp. 
This technology can not only avoid the clock synchronization problem, but also make 
the time stamp as the random number, which can save the costs of generating random 
numbers. As attackers are unable to implement the replay attack, as they can not pass 
through the authentication even they replay the information they have intercepted, 
because of the time stamps are very different each time. Thus, the method can 
effectively avoid the replay attacks. 

(4) In the authentication and key agreement phase, controllers identify the users by 
verifying the validity of users and checking the equations as follows 

,  are established or not. At the 

same time, users identify the controllers by verifying the validity of the time stamp and 
checking  is established or not. The method realizes a 

double-way anthentication and key agreement, which is much more correct and 
efficient. 

 
4. Conclusion 

 
Considering the features of distributed controllers in SDN, this paper references some 
identity authentication schemes of traditional networks in the multi-server environment, 
and comes out a lightweight dynamic authentication for solving the security problems in 
SDN. This scheme has the mechanism to update the identity information of users, and 
can trace logins of users. The scheme can also solve clock synchronization problem 
which is generally existed in the authentication schemes based on time stamp. The 
analysis shows that the scheme itself is more advantageous for functionality. 
Extensibility and secure, for the scheme can resist man-in-the-middle attack, replay 
attack and can provide a correct mechanism of authentication and key agreement. In a 
word, the lightweight dynamic authentication can realize the secure access control for 
controllers in SDN. 
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