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Abstract: Relying on internet technology, cloud computing, mobile communication 
technology, search engine, etc., internet finance, such as financing, payment and 
information intermediary, has developed rapidly. Although internet technology has 
provided a powerful guarantee and support for the development of the internet finance, 
there are still many problems in the normalization, accuracy and validity of the internet 
financial risk control system compared with the traditional financial risk control system. 
These problems will exacerbate the uncertainty of financial risks, affect the safety of 
enterprise assets, and endanger the stability of the state and society. In order to 
control financial risks, the internet finance industry must establish a scientific and 
perfect risk control mechanism of big data financial credit. Big data can make all-round 
and multi-angle collection of behaviors of information subjects, and establish a 
multi-dimensional data model according to the collected data and information, 
calculate the credit characteristics of main bodies from the multi-data model and then 
acquire more accurate information evaluation results. This paper will explore the 
application of big data credit in the internet financial risk control, and expect to help the 
healthy development of internet finance industry in China. 
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1. Introduction 
 
Introduction: Internet finance is an emerging industry that relies on internet and other 
modern information technologies to realize financing and payment behavior with 
broad development prospects. Internet finance is not simply a combination of the 
internet and the financial industry. It is accepted by users at the level of network 
technology and new business of using new demand and new model. At present, the 
competition of the Internet finance industry is not that of platforms, but the 
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competition of big data. Those companies which can reasonably utilize big data can 
master the future market. 
 

2. The application of big data in internet finance 
 
Although the application of big data at this stage has not achieved the expected 
accuracy, it has also made good results. For example, taking advantage of big data 
credit stocks, Zest had access to $100 million in financing successfully. With the 
maturity of the network technology platforms and the accumulation of data, the 
internet finance prevails gradually. Under the influence of online financial platforms 
such as Yu'E Bao, WeChat Wealth, etc., internet finance is mainly used in managing 
financial affairs in China. Loan is the most rigid demand in internet financial services, so 
the arrival of big data provides an opportunity for financial innovation. 

If traders can make use of trading programs and hardware devices, they can quickly 
acquire, analyze and send trading orders and complete more transactions in a relatively 
short period of time. High-frequency trading is to identify, collate, summarize and 
analyze the trading marks of specific traders by analyzing financial big data. For 
instance, for a large order for a mutual fund, if users can identify the algorithm of this 
model in the first second of its closing minute, other trends of this fund can 
be predicted. A higher price would be needed for the continuing of transactions and 
algorithmic traders can get more profits from them. Internet finance has the function of 
analyzing market sentiment. Internet finance industry hedge funds have developed 
algorithmic trading in market sentiment information from various social media. For 
instance, DCM, a small hedge fund in London, collects information from social media, 
and analyzes the emotions in which people use financial instruments based on the 
collected data information, which allows investors to make investment plans based on 
information provided by the data model. The construction of internet finance enhances 
the management of financial risks. Financial institutions can analyze the trading range, 
operating situation and industry development by collecting and sorting out small users’ 
transaction behaviors, providing effective help to small-sized enterprises with 
difficulties in business.  
 

3. Characteristics of credit reference system in the context of big data 
 
Credit is the cornerstone of the financial industry, development and the innovative 
credit model is the foundation of the continuous development of internet finance in the 
context of big data. However, nowadays this is a society of market economy with highly 
developed information technology and pervasive information application. The credit 
information system therefore presents new features in the context of big data. 
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3.1 The information collection system is efficient and comprehensive 
 

Information network technology provides a platform for the comprehensive and 
efficient collection and personal credit information of the system, and the computer 
technology supplies support to data gathered for system analysis. 21315, the national 
credit reference system, is composed of the enterprise credit reference system and 
individual credit reporting system, which was officially opened in September 2014. The 
credit data collected by the system includes not only the regulatory information of 
government functions but also the credit information of the bank. After the online 
operation of the enterprise credit reference system, it has covered more than 1000 
enterprises with the implementation of tracking evaluation and management of their 
records of integrity and discredit through the collection of information about the quality 
credit of an enterprise and the credit status of the corporate representative. The 
individual credit reporting system covers about 80 percent of citizens in China and 
reflects the credit status of enterprises or individuals comprehensively and objectively. 
 

3.2 High authenticity of information content 
 

Most of the data from the modern credit collection system comes from third-party data, 
which can be shared and read by authorization. The modern credit system can master 
the behaviors, capital flow information and customer information of enterprises or 
individuals on the internet. The vast amount of information recorded in Internet 
behavior information has strong authenticity. The vast amount of information recorded 
in internet behavior information is highly authentic, can reflect the real behaviors and 
habits of consumers in daily life, and the credit reference system can set up monitoring 
and correction feedback mechanism at the source of information collection channels so 
as to ensure the authenticity and objectivity of information obtained and exported.  
 

3.3 Specification for the application model  
 

Credit reference criterion and the mathematical calculation model of information score 
are unified in the credit reference system under the big data background. The modern 
credit reference system has a unified database and query platform, which greatly 
improves the practicability, universality and comparability of credit file scores in the 
credit system. As the world's first financial service institution integrating social 
networks with credit ratings, KABBAGE developed a credit rating system, 
KABBAGESCORE, based on the network operation status and the users’ data 
information obtained. Ali-loan is the first financial service provider in China to provide 
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financing services for small and medium-sized enterprises in e-commerce. Credit risks 
are scored for online merchants, and the loan amount and time period can be 
determined based on the credit score.  
 
3.4 Integration of credit reference business and internet financial business and online 

trading  
 

Under the background of big data, there is a huge amount of online and personal data 
resources stored on the trading platform, providing the platform operators with 
development opportunities. The high integration of credit reference business, internet 
financial business and online trading is the inevitable trend of financial industry. 
 

4. The application of big data credit reference in internet financial risk 
control 

 
4.1 Big data credit reference is in line with the development demand of internet finance 

industry 
 

The big data credit reference system not only can obtain huge amount of data, but also 
can generalize, collate and analyze the data obtained, and the system is closer to the 
essential characteristics of the object. The traditional credit information data comes 
from the area of credit and debit and also used in it, but the big data reference obtains 
the behavioral data of the subject on the trading platform in the use of the internet, 
analyzes the psychological, conduct and other essential information of an enterprise 
and an individual according to the transaction behavioral tracks and transaction details 
of the transaction subject on the network thus to infer the credit status of the 
information subject. Therefore, it is more reliable.  

The main function of the big data credit reference system is inclined to predict future 
development trends and big data credit reference is more likely to predict the behavior 
rules and behavior patterns of trading subjects. It can judge the behavior of main 
transaction subject in different objective environments through the essential 
characteristics of the transaction subject. Traditional credit reference assesses objects 
in accordance with the credit record, but the big data credit reference system can 
predict the targets without traditional credit records, reflect the behavioral trajectory of 
an individual in real life in real time, evaluate his relative stable psychological state and 
economic situation, and predict his future performance through the transaction 
subject's various behavioral data information. Consequently, the prediction of the big 
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data credit reference system is more flexible and accurate than the traditional credit 
system model. 

Big data information will not ignore weak information. The information coverage of 
the big data credit reference system is relatively small compared with that of the 
traditional credit reference system. For example, by the end of 2103, the People's Bank 
of China Credit Reference System had a total number of only 320 million recorded, 
accounting for 23.7% of the total population at the time, which means that more than 
70 percent of people were excluded out of the financial business, but the information 
collected in the big data credit reference system covers almost people of all sectors.  
 

4.2 Application model of big data credit reference in internet finance 
 

The development of big data credit reference will drive the expansion of the credit 
system data category, promote the reform of the traditional credit scoring model and 
expedite the continuous improvement of the whole social credit system through the 
brand-new service concept and information processing method. The application model 
of big data credit reference in internet finance is mainly manifested in the following 
aspects: 

First, the development foundation of the big data credit reference model is data 
analysis technology which can collect information from multiple channels and integrate 
information subjects’ credit information, transaction data and other aspects.  

Second, big data credit reference information is mainly used in the internet finance 
industry, and the construction of application model must abide by the following 
requirements: the first one is to dig deeply various forms of information, and then to 
find the correlation between different variables from the data information. Thirdly, 
information should be categorized and summarized from these associations. Fourthly, 
each information feature should be evaluated and scored. Finally, the big data 
computing model calculates credit scores. 

Third, grasping the development trend of big data is the inevitable choice of internet 
financial enterprises to develop and expand in the market and the development trend 
of internet finance industry. The big data is the credit score evaluation after the 
comprehensive treatment of massive data and unstructured data. The book Big Data 
proposed three forward-looking views in allusion to the big data development. In the 
first place, the traditional sampling statistics will be replaced by the overall data 
analysis and stochastic adoption of the small data era will be replaced by the full data 
model with the increasingly mature of compute technology. In the second place, 
Secondly, the demand for data analysis precision and others are decreasing, but 
demand of the data ambiguity analysis rises. Therefore, the small data complex 
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algorithm has more advantages of development. Finally, the pursuit of correlation 
degree in the era of big data is far more than the traditional cause-and-effect 
relationship. These three development trends provide a theoretical basis for the 
construction of data mining model and are three principles to be followed in the 
construction of data mining model. 
 
5. The application status of internet finance to make risk control by means 

of big data credit reference and suggestions  
 

5.1 Application status  
 

The construction of China's financial system is not perfect. Although there are large 
numbers of user data is large, they are not accurate enough, making the big data 
information design internet financial products are relatively few with difficulties in data 
sources. The problem of low data accuracy has brought great difficulties to the 
development of internet finance. In this case, the risk control system of the pattern 
characteristic is formed spontaneously in the internet market. There are two main 
types of internet financial risk control system at the present stage: one is that many 
small and medium-sized internet financial companies can have access to sharing rights 
of credit information by providing data to intermediary agencies. The other one is the 
risk control model similar to Alibaba, namely establishing credit rating and risk control 
model by analyzing a large number of e-commerce transactions and payment 
information data. 
 

5.2 Suggestions  
 

Firstly, the information sharing should be realized in the internet finance big data credit 
reference system. From the current development of internet financial enterprises, 
enterprises lack the interest incentive mechanism and seldom involve their core 
competitiveness, and thus the information resources cannot be shared. To this, the 
internet financial industry can input those data which accord with the credit reference 
requirements of internet finance into the People's Bank of China Credit Reference 
System and actively participate in the construction of the internet financial reference 
platform so as to promote the realization of the national financial basic database 
information sharing.  

Secondly, the internet finance industry should strengthen the protection of user 
factors in big data credit reference. The internet finance industry should pay more 
attention to the protection of users' privacy. There are many illegal and criminal risks 
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that violate Credit Reporting Industry Regulations in big data credit reporting activities. 
In this regard, the internet finance credit reference must make specific rules in terms of 
collection mode, scope and use principles, establish information database of on 
internet financial enterprises, use authorization and personal bad information 
disclosure system, and increase the punishment of illegal acts. 

Thirdly, the internet finance industry should cultivate and give support to specialized 
big data credit reference companies. The advent of the internet era has led to the rapid 
growth of various data and specialized big data credit reference companies have 
sprung up like mushrooms. However, at present, there are scarce specialized big data 
credit reference companies and products. Notice on the Preparation of Personal Credit 
Information Service issued by the central administrative department in January 2015 
told eight big data credit reference institutions including Zhima Credit and Shenzhen 
Qianhai Credit should be ready to conduct personal credit information operations, 
indicating that China has begun to attach importance to the development of specialized 
big data credit reference companies, and realized the importance of cultivating and 
supporting specialized big data credit reference companies for social development.   

Finally, the internet finance industry should strengthen the supervision of big data 
credit reference. The internet finance industry should actively build the regulatory 
system and regulatory means which conform to the characteristics of big data credit 
reference system, positively change the regulation concept, weaken demand for offices 
and working environments of credit reference institutions and strengthen the 
requirements and supervision for the credit information operation standards and 
elements. 
 

6. Conclusion  
 
The development of social economy requires financial support. The establishment of 
the internet financial service system helps form a better and more comprehensive 
credit system and risk management system. The risk control of big data credit plays an 
important role in the transformation from extensive management to refined 
management in financial services and the transformation from the mortgage culture to 
the credit culture. At present, the amount of internet transactions is small and users are 
scattered. Therefore, the Internet finance industry is required to modify the data model 
in a timely manner to optimize the financial risk control model. 
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