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Abstract: With the increasing popularity of computers and networks in China, the 

management and working methods of enterprises have also changed. As a network 

finance generated in the information age, it has become an inevitable choice for more 

and more enterprises. Network finance relies on the Internet to operate. Due to the 

uncertainty of the Internet itself and the external environment, network finance brings 

great convenience to enterprises, and it also poses a serious threat to the network 

financial information security of enterprises. This paper analyzes the causes of network 

financial information security that Chinese enterprises are currently facing, analyzes 

their causes, and proposes corresponding security countermeasures from the aspects 

of technology, management and national policy environment. 
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1. INTRODUCTION  

In recent years, global e-commerce has grown at an alarming rate, and the Internet 

has increasingly become the world's largest and most efficient trading market. In the 

network economy and e-commerce environment, network finance breaks through the 

limitations of traditional financial management theories and models with new financial 

management concepts, management models and methods, making full use of 

advanced computer and network technologies to optimize financial management 

processes. Greatly improve the efficiency of financial management of enterprises. 

Compared with traditional financial management, network finance has incomparable 

advantages. With the advent of the era of big data, network finance has gradually 

integrated into the management and operation of various enterprises, and has become 

the development trend of corporate financial management in the new era. 

However, many companies currently lack a deep understanding of the basic theory of 

network finance, and have no deep understanding of its application. Therefore, the 
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network financial system is simply understood as the enterprise accounting 

information construction project. In the process of network financial system design 

and construction, there are often poor network system functions, unstable network 

performance, and data loss during operation, which makes the financial data in the 

network have great storage and transmission processes. Security Risk. Therefore, how 

to make full use of modern network technology and establish a financial system with 

high security and meeting the financial management needs of enterprises under the 

era of big data has become an urgent problem for business operators and managers[1]. 

 

2. The Application Status of Network Finance in China 

In China, network finance started from the middle and late 1990s. Due to the 

promotion of e-commerce, network finance has developed rapidly, and it has gradually 

become the choice of many financial management tasks for enterprises. It has brought 

great benefits to enterprises, improved the efficiency of enterprise resource allocation, 

and enabled enterprises to get out of closed LAN systems. Communicate information 

and share information within the scope[2]. However, there are many problems in the 

application of network finance in China, and it has not yet reached a mature form. 

The application status is not very satisfactory, mainly reflected in the following aspects: 

 

2.1 The infrastructure is backward 

China's enterprise infrastructure automation, informationization is low, financial 

management system is not perfect, and the hardware platform for applying network 

financial management software is not perfect. In addition, Chinese enterprises pay 

insufficient attention to the information security of network finance, and there is a 

certain gap between various management links and advanced countries, making it 

difficult to update and transform the network financial system[3]. 

 

2.2 The network financial system is not perfect 

The network financial management software currently used by Chinese enterprises is 

mostly general-purpose software, and the number of enterprises specializing in 

network financial management is small, and some financial software is even separated 

from the actual situation of Chinese enterprise management, and management 

efficiency is not high. Can not fully meet the needs of the enterprise. 

 

2.3 The internal organization and management of the company is lacking 

The computer security organization and management system of Chinese enterprises 

is not perfect. The unified management mechanism and effective working methods 

for financial information system security under the network environment have not 
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been established within the enterprise, and there is a lack of standardized supervision 

system and censorship system. 

 

2.4 The implementation of policies and regulations is not in place 

China's policy and standards for network finance are lagging behind, and the relevant 

systems are still incomplete and unsound. The current information security laws and 

regulations cannot provide an effective and supporting legal basis for the security 

management of network financial information systems, and the development of 

guidelines and norms related to network finance is not detailed and specific. 

 

2.5 There is a lack of online finance professionals 

Network finance requires comprehensive talents who are proficient in network 

technology and financial knowledge. At present, the financial level of China's 

accounting staff is low, professional quality is not high, computer technology is not 

very familiar, and lack of innovation, national training is not in place, it is difficult to 

adapt to network finance positions. 

In summary, the application of network finance in Chinese enterprises is still not 

mature, and there are still many problems, which seriously affect the security of 

corporate network financial information. Therefore, the security problem of the 

network financial system is an important issue that the enterprise community urgently 

needs to solve. Only when the security problem is solved better can the application 

scope of the network finance be expanded to better serve the enterprise. To solve the 

security problem, we first need to find out the reasons that affect the security of the 

network financial information. 

 

3. Analysis of Factors Affecting the Security of Network Financial 

Information 

Data security is the biggest problem facing network finance in the 21st century. 

Finding out the factors that affect the security of network financial information is of 

great significance for solving practical problems. At present, the risk factors affecting 

the security of network financial information can be summarized as follows. 

 

3.1 Relevant laws and regulations are not perfect 

Network financial management is a newly developed field based on traditional financial 

management. Many related problems are still being explored, revised and improved. 

Whether the confirmation of electronic accounting data can become valid evidence of 

legal approval can be used as a certificate for auditing and taxation, and relevant laws 

and regulations are not clearly defined[4-5]. In addition, China's current accounting 
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laws and regulations are formulated for the traditional financial management model. 

There is no systematic system for network financial management. The lack of network 

financial management operations, accounting methods, accounting data validation 

and measurement, etc. The law clearly stipulates that this restricts the financial 

personnel from correctly recording, reflecting and handling various financial reports to 

a certain extent, which intensifies the uncertainty of the financial operation of the 

network and increases the financial risk. 

 

3.2 The development of network finance theory lags behind 

The smooth development of network finance needs to deepen the reform of theory 

and the change of people's concept on the basis of modern financial management 

theory. However, the existing financial theory and the development of network finance 

are not connected. This mismatch is mainly reflected in: First, the network finance 

theory does not form a complete system, and most of the monographs are more 

involved in the traditional mode. The theory of formation, but the theoretical research 

on network finance is not only lacking, and the research level is not deep enough, so 

there is no specific and referenceable theoretical support for network finance. Second, 

the financial system is not perfect, the accounting system and financial standards of 

the network finance are not clearly defined, and there is a lack of a unified indicator 

system. It is difficult to guide the practice activities of enterprises and increase the 

insecurity of network financial information [6]. 

 

3.3 Computer network system security risks 

3.3.1The awareness of safety and prevention is weak 

With the continuous advancement of China's informatization construction and the 

advent of the era of big data, all enterprises have gradually established their own 

websites, and network finance has developed rapidly. However, many enterprises have 

a weak awareness of network security. In the process of network construction and 

operation, they are overly chasing enterprise benefits and operating costs, while 

neglecting the development and capital investment of network financial systems. 

There is a general tendency of “heavy application and light security”. 

3.3.2 The computer itself is at risk 

Due to configuration and performance imperfections, the computer itself also has risks, 

mainly as follows: First, computer hardware risks. Improper configuration of the 

computer hardware or hardware failure will affect the normal operation of the financial 

software. In severe cases, the system will be paralyzed, resulting in the loss of financial 

data in the network and affecting the integrity of the information, which makes 

accounting work difficult. Second, computer software risks. The software risk is mainly 
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manifested in the unreasonable design of the computer system, the existence of 

loopholes, and the imperfect risk prevention function. Network finance is run and 

played with the support of financial software. Improper installation and maintenance 

of financial software, damage, etc., will bring information security risks to network 

finance. 

3.3.3 Computer viruses are increasingly rampant 

With the advancement of network technology, computer viruses have also been 

transformed from the main relying on disk or optical disk transmission to mainly 

through the Internet, and the channels of their dissemination are becoming wider and 

wider, the speed is getting faster and faster, and the communication ability is getting 

stronger and stronger. It is difficult for enterprises to make timely response strategies. 

By invading the enterprise's network system, computer viruses attack financial 

information in the network, causing financial data to be tampered with and missing 

information, which seriously affects the financial security of the enterprise and is not 

conducive to the normal operation of the business. 

 

3.4 Internal control is more difficult 

3.4.1 Network finance has changed the accounting business of the company 

It mainly as follows: First, the personnel structure of the accounting department has 

changed. From the original financial and accounting personnel to financial, accounting 

and computer operators, network system administrators, network system maintainers 

and so on. Second, the scope of accounting business processing has become larger. 

In addition to completing the basic accounting business, Network Finance also 

integrates many other functions of financial management, such as online collection, 

online tax filing, online customs declaration, online regulations and financial 

information inquiry. Third, online finance provides online office services and other 

services, making online real-time processing of accounting information possible[7]. 

The expansion of accounting scope and the intersection of accounting services have 

expanded the scope of internal control of enterprises, and the internal control methods 

are more extensive and complex than before. The workload of internal control has 

increased, coupled with the imperfection of internal control systems. Control activities 

bring difficulties. 

3.4.2 Network finance has changed the organizational form of internal control.  

In the past, financial internal control was controlled by a separate department based 

on manual accounting. In the network financial environment, each department must 

provide reliable financial information to the financial department in time for the daily 

operation of the enterprise. Analyze and organize. Due to the many management 

levels involved in the network financial information system, the number of 
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departments that need to cooperate has also increased, resulting in changes in the 

scope, means and responsibilities of internal control, making internal control more 

complicated. Once there is a problem with the internal control of the enterprise, it will 

have an important impact on the financial management of the enterprise, thus 

increasing the probability of network financial risks. 

 

3.5 The financial software used by the enterprise is at risk 

China's development and utilization level of network financial software still has a 

certain gap compared with the world's advanced countries, and the technical level still 

needs to be improved. At present, most of the enterprises in China use the network 

financial software system function is relatively simple, the system maintenance is not 

perfect, the software system construction is not perfect, and the actual situation of 

the enterprise is not consistent, so the ability to resist external risks is poor, which 

easily leads to the lack of information. The occurrence of information abuse, 

information forgery, etc. In order to reduce their own input costs, most enterprises 

generally use financial software that is not standardized and has poor security 

performance. This is an important factor that poses a threat to enterprise information 

security. Once the financial software itself has potential risks, it will make the overall 

network financial activities. It is difficult to carry out, and it will cause serious risks to 

the information of the entire financial system, resulting in unpredictable losses, which 

is one of the main reasons for information insecurity. 

 

4. Network Financial Information Security Precautions 

The network financial information system security strategy is the specific application 

of the information system security strategy in the network financial work. For the 

security problems faced by the network finance, the countermeasures should consider 

the comprehensive factors and create a safe for it from the legal, technical and 

management aspects. The environment, resisting various disturbances and threats 

from inside and outside the system. 

 

4.1 Strengthen the construction of policies, laws and regulations 

First of all, in law, supplement and improve the laws and regulations related to network 

finance, and provide a strong legal basis for the safe and effective application of 

network finance. Clearly stipulate the operation of the financial management of the 

network, accounting, confirmation and measurement of financial data, so that the 

financial personnel can correctly record, reflect and handle various businesses within 

the scope of the law. Second, we should improve the network financial standards and 

systems. In the network financial environment, economic transactions between 
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enterprises are more frequent, financial data is more complicated, and the amount of 

information is more enormous[8]. This requires regulation, regulation and supervision 

of various economic behaviors of enterprises, and regulates online transactions, 

payments, and accounting. Such behaviors enable enterprises to legally use network 

finance, ensure the security and effectiveness of the network financial system, and 

reduce the risk of financial information. 

 

4.2 Strengthen theoretical research and development of network finance 

 In theory and practice, if we want to make the network finance develop healthily and 

maintain the information security of network finance, we must develop and improve 

relevant theories. There are very few theoretical studies on network finance and its 

information security protection. Therefore, to maintain information security, we must 

do the following two things: On the one hand, we must increase the network 

penetration into the financial management based on the original theory. It must be 

consistent with the actual situation of the company. It is necessary not only to deepen 

the research on financial management theory under the network environment, but 

also to carry out relevant information security and information maintenance 

knowledge into theoretical research. On the other hand, it is necessary to improve the 

network financial management system and standards, define relevant financial 

indicators and related standards, pay attention to the timely updating and supplement 

of content, strengthen the management and confidentiality of information, and better 

guide the practical activities of enterprises. 

 

4.3 Apply advanced network technology 

The quality of enterprise network technology and the advancedness of network 

financial system directly affect the operational efficiency of enterprise network 

financial system and affect the security performance of network financial data. 

Therefore, in order to increase the security of network financial information, it is 

necessary to apply advanced network systems. The information security technologies 

of network finance mainly include system security and information maintenance. (1) 

System security aspects. Utilizing the current advanced information technology, 

developing and using a new type of network system, adopting a system with high 

configuration and stable performance to ensure the normal operation of the network 

communication infrastructure and various application software is the basis for realizing 

the security of the network financial system. (2) Information maintenance aspects. 

The design of the network system should have the function of consciously identifying 

risks and resisting external viruses. It can proactively identify the authenticity of 

information, implement access control, and maintain the integrity of data. Encrypt 
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information and protect it when it is found to be risky. To ensure that the information 

content in the network financial system maintains its confidentiality, integrity and 

availability during access, processing and transmission, which is the basis for realizing 

the security of the network financial system. Specific technologies can use firewall 

technology, intrusion detection technology, information encryption technology, digital 

signature technology, and electronic payment technology [9]. 

 

4.4 Improve the internal control system of enterprises that adapt to the network 

financial system 

Strict internal control system is a guarantee for the safe and reliable network financial 

information. Practice has shown that the computer itself has a small chance of 

handling errors, but there are many phenomena that cause errors and frauds. Once 

there is a problem, the loss is huge. Therefore, exploring an effective internal control 

system and strengthening the supervision of internal network financial behavior is an 

important way to improve the efficiency of corporate financial management. 

It is necessary to develop an internal control system that adapts to the network 

environment, improve the financial management system, strengthen the monitoring 

of network finance, and reduce the risk of information security. Specifically, we can 

start from the following aspects: (1) The network financial management is jointly 

supervised by the network department and the finance department, and the system 

is maintained regularly; (2)improve the quality level of the internal financial personnel, 

clarify the job responsibilities, and make the different positions restrict each other; At 

the same time, strengthen the propaganda of financial information security, improve 

employees' safety awareness; (3) control access rights and implement an authorized 

access system. Implement user name and password registration for internal personnel, 

and strictly identify the identity of external personnel; (4)Strengthen the control of the 

network financial environment, implement classified management and backup control 

for important documents; (5)Strengthen internal audit to ensure the authenticity of 

information reliability. 

 

4.5 Improve the enterprise financial software system 

The key to doing a good job in network finance and protecting enterprise network 

information security is to apply secure and reliable network financial software. 

Therefore, it is necessary to increase the development of network financial software 

and improve the corresponding functional system. Focus on the development of 

financial software data security features and risk prevention features to enhance the 

ability to withstand internal and external risks. Enterprises should consciously adopt a 

formal financial software system with complete functions and complete support, 
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increase investment in network financial systems, actively carry out software 

maintenance, update and upgrade work, and improve financial management system. 

In addition, it is necessary to improve the professional quality of internal financial 

personnel and strengthen the supervision and control of financial information. 

In summary, there are many factors affecting the financial security of enterprise 

network, which cause serious harm to the financial security of enterprises. Therefore, 

solving the problem of financial security of enterprise network, improving the 

application of network finance, and improving the efficiency of the operation of 

enterprise network financial system, It is an important task. 
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