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Abstract: With the continuous promotion of the construction of "safe city", public 

safety has gradually become a hot issue of concern, and video surveillance technology 

has been more and more widely used. However, the traditional video surveillance 

system mainly provides acquisition and storage functions, which is far from meeting 

the demand for its intelligence. This paper bases on large data, cloud computing and 

Internet of Things related technologies, building an intelligent, accurate, safe and 

efficient pedestrian identification, detection and tracking system. In the process of 

development, firstly, the face and body feature data collected from the remote end 

are cleaned and converted. And based on the data, the images matched with the 

surveillance cameras and vehicle recorders are integrated into traceable route 

information by DSS. Finally, the system provides the moving route of the tracking 

target. At the same time, the system will detect violent behavior in real time. The 

project in this paper can provide tracking and predicting the moving route of the target 

object, and establish a system for identifying, detecting, tracking and predicting and 

detecting violence for missing persons and criminals, so as to reduce the incidence of 

human trafficking, criminals tracking difficult incidents, and achieve the effect of 

maintaining social security. This article mainly introduces the technical route of the 

system, and introduces the system from the route steps and the subsystems structure. 
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1. Introduction 

In recent years, the international situation has changed dramatically, violent terrorist 

incidents and group conflicts have occurred from time to time, and public security 

issues have become increasingly prominent worldwide. In China, the security industry 

has been developing vigorously, and the level of security technology is constantly 

improving. But most of the security management is inefficient, and the search target 
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is in a passive state. At the same time, our country is in the stage of public security 

incidents which are prone, frequent and multiple. With the rapid development of 

Internet technology and the continuous advancement of the construction of "safe city", 

video surveillance technology has been widely used and become the most important 

means and methods of security surveillance. However, the traditional video 

surveillance system only provides acquisition and storage functions, which is far from 

meeting the needs of people for its intellectualization. To achieve intelligent video 

surveillance system, many key problems need to be solved urgently. This system 

establishes an intelligent, accurate, safe and efficient pedestrian behavior recognition, 

detection and tracking system based on DSSD and new technologies such as Internet 

of Things, Big Data and Cloud Computing, so as to reduce the occurrence of abduction 

and trafficking of human beings and criminal tracking difficulties, and achieve the 

effect of maintaining social security. 

 

2. Technical Route Design 

This system uses micro-service architecture as the infrastructure, and micro-service 

uses multiple services to build an application. All kinds of services are deployed 

independently in different processes, and different services communicate through 

some lightweight interaction mechanisms. The system deploys pedestrian 

identification, violence detection, target route prediction, target object tracking, 

database collection and other third-party system interactions as independent services. 

Organize all kinds of application functions to achieve the goal of this project. The 

technical route adopted in the system is shown in Figure 1. 

 

2.1 Building System Infrastructure 

On the basis of pedestrian identification, detection, prediction route and demand 

analysis of violence detection, the system infrastructure is established. This project 

system involves many contents, such as human identification, violence detection, 

target route prediction planning, target object tracking, database collection, third-

party system interaction and so on. Each content can constitute an independent 

application, and large-scale data support is needed in all applications. To achieve the 

goal of this project, we need a set of infrastructure which can combine the functions 

and data of every system. 

 

2.2 Data Extraction Transformation 

Because each service has its own database, it is necessary to clean and transform the 

data of each application to form security metadata for upper application. Data 

extraction and transformation is shown in Figure 2. 
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Fig. 1. Technology Roadmap 

 

 

Fig. 2. data extraction transformation diagram 

 

2.3 Construction of Target Recognition Subsystem under Surveillance Camera 

This system is based on DSSD (Deconvolution Single Point Detector) to establish a 

camera network recognition system, which needs to recognize small targets on the 

surveillance camera. Therefore, for pedestrian target detection in the actual 

surveillance scene, especially for multi-scene pedestrian recognition, small target 

detection is the existing difficulty and a key problem to be solved. Traditional SSD has 

the problem of unclear recognition of small targets, but DSSD improves this on the 
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original basis of SSD. The schematic diagram of DSSD is shown in Figure 3. 

 

 

Fig. 3. schematic diagram of DSSD 

The main reason why SSD algorithm is not robust to small targets is that the shallow 

feature map is not strong enough to represent. DSSD uses a better basic network 

(ResNet-101) and Deconvolution layers. The skip connection provides a better 

characterization of shallow feature map.  

As shown in Figure 3 above, the red layer (DSSD layers) is deconvoluted to make the 

scale of the upper blue layer the same, and then the two are merged together to 

obtain a new red layer for prediction. In this way, multi-scale detection framework is 

still formed. In the diagram, the higher the resolution of the red layer and the richer 

the context information are. Combined together, the detection accuracy is improved. 

 

2.4 Violence Detection Subsystem 

Violence detection is essentially a kind of abnormal behavior detection, which belongs 

to a sub field of behavioral analysis. Some common methods in behavioral analysis 

can achieve certain results in violence detection, but because violence involves 

multiple subjects and the movement pattern is extremely complex, it can not achieve 

a high detection rate. According to the difference of data signals used in detection, 

the violence detection algorithm can be based on audio data detection and based on 

audio and video data detection. 

However, in the actual monitoring system, most of the monitoring systems do not 

install audio acquisition equipment. In this case, the audio-based method will not work, 

so the violence detection based on image and video data will become more valuable. 

In addition, explosions, bloodshed and car chases are often effective clues to detect 

violent scenes in movie clips, but they are rare in daily life. On the contrary, violent 

fights and group fights occur most frequently in daily life and cause the widest range 

of harm. Therefore, the system uses a 3D convolution based deep network model to 

detect violence. 

By replacing the two-dimensional convolution core with the three-dimensional 

convolution core in the traditional CNN network, the deep network model D3D Convent 

is constructed. The network structure of the improved D3DConvNet model based on 
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3DConvNet is shown in Figure 4. 

 

 

Fig. 4. network structure of D3DConvNet model 

The network structure of D3D ConvNet model consists of one input layer, eight 3D 

convolution layers, six pooling layers, four full connection layers and one Log Softmax 

classification layer, with a total of 20 layers. Because the model uses more complex 

structure, the dimension of the processed video data can be higher. The D3D ConvNet 

model uses LogSoftmax classifier to classify the output features, and the 

corresponding cost function chooses the negative logarithmic likelihood function: 

 
Among them, F is the model function, θ is model parameterm, X is the training sample, 

K is the number of categories, n is the number of samples, Y  is the actual label of 

data. 

 

2.5 Classifier Training 

Widely used in this system before classifier training. Supervised learning classifier is 

implemented using SVM and support vector machine. The calibrated abnormal data 

are taken as positive samples, and normal data are taken as negative samples to train 

SVM. The trained SVM is used to test the abnormal data and obtain the data samples 

of error classification. The part of the samples is taken as a difficult case, put into the 

samples, retrain, and finally generate the transportation abnormal data SVM. It is 

available for other business modules. 

Because surveillance camera video is a process of continuous change, the hidden 

Markov model is used to construct detection and early warning model for line 

prediction. Hidden Markov Model (HMM) is a probabilistic model about time series. It 

describes the process that a hidden Markov chain randomly generates an 

unobservable random sequence of states, and then generates an observational 

random sequence from each state. The sequence of states randomly generated by 

hidden Markov chains is called the sequence of states; each state generates an 
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observation, and the resulting sequence of observations is called the observation 

sequence. Each position of a sequence can be regarded as a moment. 

Let Q be a collection of all possible states and V be a collection of all possible 

observations, i.e. vehicle condition, road condition, pedestrian status and other data 

collected by information means such as Internet of Things sensors: 

}v,...,v,{vV},q,...,q,{q m21n21 Q  
Let A be a state transition matrix:A=[aij]nXn. 

  njniqiqP iiii ,...,2,1;,...,2,1,|ia 1ij    is the probability that t+1 is transferred to 

state qj when t is in state qi. 

B is the observation probability matrix:B=[bj(k)]nXm is the probability of generating 

observation vk when time t is in state qj. 

π is the initial state probability vector:π = (πi) .Where πi = P(i1=qi), i =1,2…,n is the 

probability that time t=1 is in state qi. 

 

3. Summary 

In the process of developing this system, basic cleaning and transformation are carried 

out for the face and physiognomy feature data collected at the remote end. Based on 

this data, the matching images of surveillance cameras, driving recorders and other 

imaging instruments are integrated into traceable route information through DSSD 

(DE convolution Single Point Detector). Finally, the system is implemented. It provides 

a mobile route to track the target, and gives relevant query trace images at different 

time periods. The violent subsystem in this paper using the method of 3D convolution 

kernel, build depth network model D3DConvNet, video data processing can reach the 

higher dimensions. After implementation, the system in this paper can provide the 

moving route of tracking the target and predicting the moving route of the target, so 

as to establish a recognition, detection and tracking prediction system to deal with 

missing persons and criminals. Such a system will reduce the probability of abduction 

and trafficking of human beings and the occurrence of criminal tracing difficulties, thus 

contributing to the maintenance of social order. 
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