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Abstract: This project is based on large data, cloud computing and Internet of Things 

related technologies and ICA for face recognition, which integrates global and local 

features. The purpose of this project is to build an intelligent and precise student 

identification detection system, which can be used in examinations, libraries, express 

delivery and other school activities that need authentication. In the development 

process of the project, we firstly acquire the global and local features of the face, such 

as the outline of hair and face, the distance between eyes, the position of eyes, nose 

and mouth. In order to get more valuable features for subsequent classification and 

recognition, we introduce ICA technology to extract independent features of images, 

and then fuse them effectively to get new independent features. ICA features of image 

fusion feature vectors are used as classification vectors of SVM, and this feature 

parameter is applied to SVM for classification training and recognition. In view of the 

support vector machine (SRM) in classification and recognition, the ICA features of 

image fusion feature vectors are used as classification vectors of SVM. In terms of 

efficiency, we use it to classify and recognize the independent features after fusion. 

To achieve the purpose of supervision, management and control of students, to 

safeguard the fairness, impartiality and accuracy of the campus.  
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1. Introduction 

With the rapid development of Internet and Internet of Things, the whole society is 

developing towards informatization and networking, and various network platforms 

are becoming more and more popular. Under the background of strengthening the 

management of educational examination, strictly guarding against and seriously 

investigating the fraudulent practices of examination enrollment, the State has issued 
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the "Standardized Examination Points for National Education Examination" and 

"Measures for the Management of Construction Projects for Standardized Examination 

Points for National Education Examination", aiming at eliminating the phenomenon of 

cheating in examinations, establishing a good faith examination style, building and 

perfecting the comprehensive business system of examinations and examinee 

identification. The system is equipped with relevant equipment and facilities. At 

present, the examination room examinee's identity authentication generally adopts 

the way of manual comparison and verification of credential ID card, admission card 

and other card cards in the examination room. This kind of verification is inefficient, 

depends on manual verification and comparison, and invigilators have not been trained 

in professional face recognition, and the processing speed of human is extremely 

limited. Concentration will also affect the results of discrimination; and over time, 

human appearance may change greatly. It is impossible to complete a large number 

of candidates'comparative judgement in a short time by manual identification alone, 

and it is also easy to make wrong judgement and missed judgement, which may lead 

to confusion among the substitute examiners. In view of this situation, the candidates' 

face recognition and identification system carries out person-card comparison when 

the candidates enter the examination hall to ensure that the candidates'identities are 

correct. In the entrance examination, the combination of real-time face recognition 

and second-generation ID card verification has many advantages, such as fast 

verification of authenticity, accurate attack on gunmen, providing evidence 

preservation, and so on. It solves the problem of substitute examination. Therefore, 

Face Recognition, as an efficient way of authentication, is used to verify the identity 

of examinees. To a certain extent, it can eliminate unfair phenomena such as 

generational examinations and become more accurate than the information of manual 

examiners, so as to achieve the goal of fair examinations. Moreover, the manual 

inspection of students in campus takeout, express delivery and library is not easy to 

review, and there are some limitations in the way of checking the identity of students 

by manual observation, which may lead to process complication or even errors due to 

negligence. In addition, the speed of verification may not be efficient 

Therefore, we advocate ICA feature fusion for face recognition. The essence of face 

recognition technology is random sample images, which can be quickly compared and 

recognized with the face images in the pre-established face database. Compared with 

other recognition methods, the advantages of face recognition are as follows: using 

face images for identification and confirmation is non-contact and passive, and 

belongs to friendly detection; the uniqueness of face provides a scientific and 

reasonable prerequisite for the detection, recognition and confirmation of face 

information; and face recognition technology solves the sudden loss and forgetting of 
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information that needs to show identity information. Such an awkward situation; its 

combined application with financial payment system has realized intelligent life and 

conformed to the new consumption trend of "face in body, let the world go". Face 

recognition does not require human coordinated action, making it easier to use and 

suitable for situations requiring concealment. Secondly, as an important biological 

feature with high universality and non-contact collection, face recognition can be more 

intuitive and more convenient to verify an identity. 

 

2. Technical route design 

This project intends to adopt advanced distributed system architecture to support 

distributed processing. The database system consists of several database systems 

distributed on multiple computer nodes. It provides effective access means to 

manipulate the sub-databases of these nodes. This project takes all kinds of 

authentication that students encounter in their study and life in school, including 

attendance check-in, cheating prevention in exams, library borrowing, sunshine long-

distance running management, and interaction with other third-party systems as 

independent services to deploy, organize the functions provided by various 

applications, and accomplish the project objectives together. The technical route to 

be adopted for the solution is shown in Figure 1. 

 

Figure 1 Technical route proposed for the solution 
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2.1 Establishment of system infrastructure 

The system infrastructure is built on the basis of the identification requirements of 

students'learning and life. There are too many behaviors for students to verify their 

identity in school, such as classroom attendance, library borrowing, examination 

management, supervision of sunshine long distance running and interaction with third-

party systems. Each piece of content can form an independent application, which 

needs large-scale data support. To achieve the goal of this project, a set of 

infrastructure is needed to effectively combine the functions of each system and 

organize the data of each system. The solution infrastructure is shown in Figure 2. 

 

 

Figure 2 Solution infrastructure 

 

2.2 Data extraction and transformation 

Because each service has its own database, and in face recognition, the dimension of 

the unprocessed face image is very high, which may lead to the inability to meet the 

real-time requirements. The unprocessed face image of colleagues contains a lot of 

useless and disruptive information, which will affect the correct classification results. 

Therefore, it is necessary to extract and classify the students'face features to form 

human beings. Face feature data is used by upper applications, as shown in Figure 3. 
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Figure 3 Data extraction transformation 

The flow chart of the overall process of data analysis is shown in Figure 4. 

 

Figure 4 Data analysis flow chart 

 

2.3 Data modeling 

ICA-based facial feature extraction usually extracts the position, scale and ratio of 

facial organs such as eyes, eyebrows, nose and mouth as features to reduce the 

dimension of face images, thus reducing the complexity and cost of recognition system, 

and satisfying the real-time requirements as far as possible. Typical facial features 

include eyebrow thickness and its vertical distance corresponding to the central 

position of eyes; description of eyebrow curvature; vertical position and width of nose; 

vertical position, width, height of mouth, thickness of upper and lower lips; multiple 

data describing chin shape; width of nose; half face width. 

Secondly, the accuracy of facial feature data is affected by multiple factors: 

illumination (the intensity and direction of light will have a serious impact on the 

direction and gray level of face shadow), facial expression (facial variability, such as 
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smiling, crying, distorted facial features), occlusion (such as Liu Hai, eyes, etc.) and 

other factors (beauty, fine-tuning of facial features, body shape). Change, age 

increase. 

 

2.4 Face Data Analysis 

 The amount of data acquired from the system is huge, and when the system is 

established, it does not produce complete, accurate and accurate data. 

Timely and effective comprehensive information. The system deals with data which is 

complex and scattered. Therefore, on the basis of data structure, we use ICA and 

FastICA algorithms to extract independent features as classification features first, and 

then we use SVM.The independent feature is classified and recognized.  

(1) ICA algorithm 

The basic idea of ICA algorithm is to represent a series of random variables with a set 

of basis functions, and assume that the components are statistically independent or 

as independent as possible [44]. Its basic model is: 

   x t As t
 

Among them, the observation signal and the source signal are respectively 

represented by a mixed matrix. The Blind Separation Problem can be solved when the 

mixing matrix is full rank, the components of the source signal are independent of 

each other and the components obeying the Gauss distribution are not more than one. 

The source signal can be separated from the observed signal by the separation matrix, 

that is: 

   f t Wx t
 

Among them, it is an estimation of the source signal whose components are as 

independent as possible and approximate to each other. At this time: 
1A W   

Therefore, ICA algorithm is based on the input image to find the mixed matrix A  or 

separation matrix W . 

(2) FastICA algorithm 

FastlCA algorithm [50], also known as Fast ICA, uses negative entropy as an 

independent criterion, and searches for the maximum of negative entropy based on 

fixed-point recovery mechanism to obtain independent components. 

FastlCA uses the following formula to approximate negative entropy: 
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Here
1 21, 1    it is a constant, 

1G 、
2G  and

3G  sum is applicable to general signal, 

super-Gaussian signal and sub-Gaussian signal, respectively. In this way, the negative 

entropy can 

be obtained by the following formula: 
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After introducing the measurement formula, an ICA problem can be transformed into 

the following optimization problem: 
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In the formula, v  is a Gaussian variable with zero mean and unit variance. By solving 

this optimization problem, the iteration formulas of independent components are 

obtained. 
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FastlCA has the characteristics of simple operation, fast speed and good robustness. 

It is a commonly used ICA algorithm at present. 

(3) Face Recognition Based on FaslCA 

According to Bartlet's hypothesis [45], each face image is linearly mixed by some 

statistically independent base images, that is to say, the actual face image X  can be 

regarded as a mixture of some implicit and independent base images linearly mixed 

S  by a mixture matrix A  and can W  be restored S  by a separation matrix. Face 

images are stacked into column vectors , n

i iX X R  of dimension *n w h by row, and

N ace vectors in training set are arranged into face matrix  1 2, , , ,
T N n

NX x x x X R   . 

For simplicity, considering that mixed matrix A is a square matrix, it can be assumed 

that the N face images are linearly mixed from N  independent base image 

 1 2, , , ,
T N n

NS s s s S R   . 

X AS  

Each line of X  represents a face image, each line of S  represents a base image, and
N NA R   is a hybrid matrix.The separation matrix W  is obtained by FastlCA method, 
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which makes the output: 

Y WX WAS   

 

Where the row vectors of  1 2, , , ,
T N n

NY y y y Y R    are independent of each other, 

thenY  is the estimation of the independent base image. Each row ofY represents an 

estimated base image. Figure 2.2 is the ICA base image extracted from the face 

database [103]. 

 

ICA-based Face-based Image 

When Y  is obtained, a feature subspace can be constructed from the row vectors of 

Y . The trained and tested face images can be projected onto this subspace. That is 

to say, the image can be represented by a linear combination of these independent 

base images. If f  is the source face image, there are: 

1 1 2 2 n nf a y a y a y     

1 2, , ny y y  represents N  independent base images and 
1 2, , na a a  represents the 

projection coefficients of the face image f  in subspace. The projection coefficients 

can be obtained from the following formula: 

   1 2, , T

na a a f pinv Y   

Where pinv（[]）is the pseudo inverse of the matrix pinv（Y）=Y（YYT）-1 

 
2.5 Classifier training 

(1) Risk Assessment Classifier 

After data classification, the index of identifying abnormal items is manually calibrated, 

and then a decision tree classifier is trained with positive and negative samples of 

calibrated data. 

Tree classifier is a classification method that needs multi-level discrimination to 

determine the category of patterns. We can train SVM by using calibrated abnormal 

data as positive samples and normal data as negative samples. The trained SVM is 

used to test the abnormal data and obtain the data samples of error classification. The 

part of the samples is taken as a difficult case, put into the samples, retrain, and finally 

generate the transportation abnormal data SVM. 
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(2) State transition model 

Because the face recognition process is a process of extraction, processing and 

integration, light, angle, occlusion and so on are changing, so the hidden Markov 

model is used. 

Markov chain is a Markov stochastic process with discrete state and time parameters. 

It is a Markov stochastic process. 

A special case. The transition between each state of Markov chain corresponds to a 

probability, and each observation output value corresponds to a state. The observation 

value is determined by the transition probability. However, the actual problem is more 

complex than that described by Markov chain model. When observed events do not 

correspond to States one by one, they are related by a set of probability distributions, 

which is called hidden Markov model. HMM is a double stochastic process, one of 

which is Markov chain, which is a basic stochastic process. It describes the state 

transition and is implicit. The other stochastic process describes the statistical 

correspondence between the state and the observed value, which can be observed. 

In this way, from the observer's point of view, we can only see the observed value 

but not the state directly. We need to perceive the existence and characteristics of the 

state through a random process, so the model is called "hidden" Markov model. Its 

characteristics are: observable, state implied. 

The HMM model can be described by the following parameters: 

The number of Markov chain states in  model. Note that  is  and  is  

Obviously, the state of Markov chain is . 

 

The number of possible observations corresponding to each state of . Record  

states as  and  moments as observed vectors as , where 

 

 Initial state probability vector 

 

Or abbreviated as: 

 

 

More vividly, the Markov chain of HMM is described by  and , and the output of 

HMM is described by a state sequence; the other random process is described by , 

and the output of HMM is a sequence of observed values, as shown in the figure.  

is the length of observation time. HMM Composition Diagram 

:N N 1, , N  t t
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HMM Composition Diagram 

 

3. Conclusion 

This project is a student identification system based on ICA feature fusion technolog

y to solve some problems in traditional face recognition system. 

In the normal situation of non-

human interference, we improve the location of face image, segmentation of adult fa

ce contour and background environment. Usually, the face images captured by came

ra are always affected by environmental factors such as illumination, scale, rotation 

and so on, which makes the image blurred or even distorted. It increases the difficul

ty of subsequent recognition and reduces the rapidity and reliability of recognition.Th

e project design takes the traditional pattern recognition as the background, integrat

es ICA technology into it, and constructs an improved face recognition system based

 on global and local variables. The system not only solves the common recognition p

roblems, but also significantly enhances the anti-

interference ability to external factors. 
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