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Abstract: The execution of concurrent programs is non-deterministic, leading to the 

fact that the following executions cannot replay the bugs, which has been observed in 

the proceeding execution. Therefore, it can be challenging to reproduce and to 

diagnose these concurrency bugs during debugging. In this paper, we present a 

method to debug concurrent programs based on replay, which makes the execution 

deterministic and replays the original status of concurrency bugs. 
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1. Introduction 

When debugging and testing, the developer usually uses the method of cyclic 

debugging, repeatedly executing the program with the same input, and observing the 

running state of the program with the breakpoints and observation points. The premise 

of using the cyclic debugging method is that the execution of the program is 

deterministic under the same input. However, the execution of concurrent programs is 

non-deterministic due to thread interleaving, communication and synchronization. 

That is, the concurrent program may have different execution behaviors even with the 

same input. So, this non-determinism directly leads to the bug non-reproducibility [1]. 

To debug concurrent programs, it is necessary to expand the traditional cycle 

debugging technology and introduce a new mechanism to eliminate the 

non-determinism of the program execution, so that the observed bugs of the original 

execution can be repeated. Second, concurrent programs are composed of several 

asynchronous parallel components, which are interrelated and interacting. It is 

necessary to fully understand the behaviors of the program and isolate the root cause 

of the errors in the program.             

In this paper, a method of debugging concurrent programs based on deterministic 
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replay is proposed. In the initial execution of concurrent program, special events that 

cause non-deterministic are traced and its execution information is recorded. In the 

debugging phase, the execution of the program is determined by related information, 

and the original state of the bug is reproduced. Then, through the traditional cyclic 

debugging strategy such as breakpoints or single step debugging, the developer can 

pinpoint the root cause of the error step by step. 

 

2. Debug Strategy 

The execution process of concurrent programs can be decomposed into several 

independent concurrent execution sequences. Based on the event model, the 

execution of the entire concurrency program constitutes a set of partial sequences of 

events, which includes local events and inter-thread synchronization and 

communication. In concurrent environment, a variety of factors cause 

non-determinism. In event model, we call events causing non-determinism 

synchronous events. Synchronization events include the creation and termination of 

threads, the sending and receiving of messages, and the reading and writing of shared 

memory. 

The debug strategy based on the deterministic replay consists of two parts:  

(1) Executing and recording synchronization events: The initial execution of the 

program is executed at full speed in a freeway. When each synchronization event 

occurs, the event monitor records it, add the timestamp, and write it into the record file. 

In this stage, no specific debugging work is done to reduce the interference of the 

monitoring program into the original execution of user programs and avoid the probe 

effect. 

(2) Replaying and debugging: The second execution of the program is monitored. 

When the synchronization event occurs, the monitor first sends the request to the 

monitor, query the event record, and decide whether to allow the event to occur. If 

allowed, the answer is sent, the program continues to execute after receiving the 

answer, otherwise, the request will be suspended in the queue and wait until the 

appropriate time. At this stage, users can set breakpoints or assertions in the program 

and repeat the program repeatedly, and their execution is no longer affected by the 

concurrency environment, which is equivalent to the debugging of sequential 

programs. 

Tracing and recording relevant synchronous event information in the original execution 

of the program requires the refactor and expansion of the source program. Source code 

preprocessing is implemented by source code instrument, and then executable code is 

compiled and connected. The framework for debugging concurrent programs based on 
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deterministic replay is shown in Fig. 1. 

 

 

Fig. 1 Framework of Replay and Debugging  

 

3. Synchronization Events Tracking and Recording 

3.1  Source Code Instrument 

We use source code instrument technology to change the user's source program P into 

an executable program P’1 that executes the results equivalent and can automatically 

obtain the execution information of the synchronization events in the execution of P’1. 

The so-called instrumentation is to insert a detection program (also called a probe 

function) in the specific part of the program and throw out the characteristic data of the 

program through the execution of the probe, at the same time keeping the logic 

integrity of the program. 

Rewriting system functions is a convenient and simple way of instrumentation. For 

every function that needs to be instrumented, we develop a corresponding 

encapsulation function, which contains the call of the system function and additional 

code. They are triggered before and after the system function to realize the specific 

function, so that the encapsulation function has both functions of the system and the 

instrument code.  According to the specific model of concurrent programs, a 

concurrent program plug-in function library is built. The library should include system 

encapsulation functions and communication functions. These functions are related to 

the synchronization events leading to the concurrent program to perform 

non-determinism, including the creation and termination of the thread, the sending 

and receiving of the message, and the read and write of the shared memory, etc.   

 

3.2  Timestamp Vector 

Synchronization events are tracked and recorded in the original execution phase of the 

program. In order to avoid the probe effect, the recorded information of the events 

should be compressed as much as possible. The key to eliminating the 

non-determinism execution of concurrent programs is to determine the sequence of 

the occurrence of the synchronization events, so it is essential to record the logical 
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sequence of the synchronization events of each thread. Timestamp vector is commonly 

used [3] to represent the relationship between events. 

In the timestamp vector, the time domain is a set of n-dimensional non-negative 

vectors (n is the number of threads contained in concurrent programs). Maintaining a 

vector VT [1,..., n], where VTi [i] represents the partial time domain value of the thread 

Ti, and VTi[j] represents the local time domain value of the Tj of the thread known to 

the thread Ti. When a synchronization event occurs on the thread Ti, the timestamp 

vector VTi is used to stamp the event. 

The maintenance of the timestamp vector has two rules: 

(1) The thread Ti executes a synchronization event to modify its local time domain 

value, that is, VTi[i] = VTi[i] +1; 

(2) When the message is passed between the threads, the sending thread Ti sends the 

timestamp vector along with the message, and the receiving thread Tj updates its 

timestamp based on the received timestamp vector VTi[i]. Then, VTj[i] =max (VTiii], 

VTj[i]). 

The read or write operation of shared memory is similar. The timestamp vector is 

simple and convenient to describe the partial order relationship between synchronous 

events and ensures the deterministic execution of concurrent programs. 

 

4. Replay and Debugging 

In the process of debugging, to find and locate the observed bugs often needs to 

repeatedly execute the program, with the previous record of the synchronization event 

sequences, the execution non-determinism of concurrent programs can be eliminated, 

then the debugging of concurrent programs is converted into sequential debugging. In 

the system implementation, two modules of replay and debug are used to complete the 

debugging of the source code of the concurrent programs. 

The program code executed in the replay stage also needs to be pre-processed, and all 

the synchronous operations in the source code are inserted to get the executable 

program P'2. Program P'2 is executed under the monitoring of replay modules: each 

execution to synchronous operations query record file and determines whether the 

current application can be executed according to the timestamp vectors of the 

synchronized events that are queried. If the execution is allowed, the replay module 

sends a response command, and the program continues to execute after the response 

is received, otherwise the request will be suspended in the queue until the appropriate 

time is released again (the program is in a blocking state before receiving the response). 

By repeating the execution of the module monitoring program, the user reads the 

synchronization event record file, and the mandatory program is executed repeatedly 
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in the initial order until the observed bug is found. 

The debugging module can implement single step debugging on the synchronous 

operation level on the basis of the recorded synchronous event sequences. When the 

program begins to replay and debug, if the user gives the request of the single step and 

debug, the debug module takes over the monitoring and processing of the 

synchronization events. At this time, the control of each synchronization events in the 

thread is transferred to the user's hands, thus the single step running at the 

synchronous operation level is realized. If the user cancels the single step execution, 

the replay module will regain control of the synchronization event request execution, 

and the program will automatically repeat itself. 

 

5. Conclusion  

In this paper, a method of debugging concurrent programs based on deterministic 

replay is proposed. Based on instrument source code and recording timestamp vector, 

the implementation of the program is deterministic. The traditional cyclic debugging 

method can be applied to reduce the difficulty of debugging in the concurrent program 

under the condition that the program is reproduced. In the future, we will study how to 

optimize the records of synchronous events and further speed up the replay and 

debugging. 
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