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Abstract: In the era of big data, online banking and big data finance companies share 

banking customer information at the same time. Although this sharing degree supports 

the convenience of networked financial services, it also exposes the more common 

user information risk types from the side. China's commercial banks are developing to 

the big data financial model. Attention must be given to the security management 

mode of bank customers' information. Otherwise, the convenience of sharing 

information resources will be lost, and more hidden risks will be caused. For this reason, 

this paper has carried on the thorough analysis to the protection mechanism and 

method of bank customer information in the era of big data, and put forward specific 

protection measures, in order to provide theoretic reference for strengthening bank 

customer information security  
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1. Introduction 

With the rapid economic development, the role of commercial banks is increasingly 

important. However, commercial bank is a financial service agency and has a large 

number of customer private information. When they serve financial services, customer 

information has certain risks. In order to prevent lawbreakers from illegally obtaining 

information and make illegal use of information, commercial banks have taken some 

protective measures. 

However, with the rapid development of computer and network communication 

technologies, the era of big data has come. Information technology is increasingly used 

in various banking businesses. Banks can provide customers with "Anytime, Anywhere, 

Anyway" services. Information technology brings great convenience and efficiency to 

business operations. It also brings great information security risks. In general terms, 

network information security mainly refers to the integrity, confidentiality, availability, 
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authenticity, and non-repudiation of network information. However, as a special 

institution, the bank is concerned with the lifeline of the country’s economy and 

people’s lives. Bank information security is naturally very important. It means that the 

hardware and software resources of the bank’s information system and its data are 

strictly protected from malicious or accidental causes. The system can operate in a 

stable and reliable manner in spite of suffering from changes, damages, and leaks, and 

information services are continuous. Bank information security is the basis for the 

development of banking business and is the guarantee for the stable operation of bank 

operations. 

Based on this, this paper discusses the problems and countermeasures of banking 

information security in the era of big data based on the empirical knowledge of practical 

work. 

 

2. Big Data Technology Introduction 

2.1 What is Big Data Technology? 

Big data refers to a collection of data that cannot be captured, managed, and 

processed using conventional software tools within a certain time frame. It is diverse 

information assets that require a new processing model in order to have greater 

decision-making power, insight, process optimization capabilities and high increase 

rates. 

The strategic significance of big data technology lies not in mastering huge data 

information but in specialized processing of these meaningful data. In other words, if 

you compare big data to an industry, then the key to profitability of such industries is 

to improve the "processing power" of data and achieve "value-added" data through 

"processing." 

 

2.2 Bank Big Data 

Since the 20th century, information technology has been widely used in the financial 

industry, which accumulates large volumes of data and information. The financial 

institutions have stored hundreds of millions of data. This situation forces financial 

institutions to consider how to translate these data into content that can create real 

value for companies to create as much profit as possible. However, the data is not 

specifically produced for the purpose of analysis. They are only generated with 

commercial activities. Despite the large number of data, it is difficult to directly 

generate value. Therefore, it is necessary to use the big data mining technology for 

deep mining to make it valuable information. With the gradual increase of data 

collection capabilities, financial companies will form continuous-time, dynamically 

changing panel data, including not only user's transaction data but also user's behavior 
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data. 

On the other hand, the extensive use of online banking and mobile banking, as well as 

the use of big data customer portraits, small and micro credit models, and online and 

offline linkage methods have improved the convenience of banking financial services. 

While, the security risk situation of big data has become increasingly severe. This 

national supervision white paper specifically calls for focusing on the safety of big data 

in the banking industry, deeply promoting the implementation of the national 

information security rating protection system.  The big data will be included into grade 

protection management, establishing information security rating protection work 

evaluation. It is to realize that information construction and network security 

synchronically plan, simultaneously implement, and synchronously operate. The 

banking network security protection system is continued to improve so as to ensure the 

healthy and orderly development of the banking industry. 

 

3. Analysis of Current Status of Bank Customer Information Protection 

under the Background of Big Data 

3.1 Timeliness of Customer Information Management Created by Big Data Technology 

The development of big data technology has spawned a bank client information 

management model. Because of the relatively more intensive and more centralized 

management advantages, big data finance has shown relatively good coordination and 

extremely clear transparency. A series of intermediate management costs within the 

bank are effectively controlled, and the timeliness of customer information 

management can be enhanced based on databases and software programs. Customer 

information can be used as a shared resource to build a more comprehensive online 

financial tracking service. Therefore, big data technology has created the convenience 

of the financial market and the timeliness of intrinsic business transactions. However, 

such timeliness can also cause a lot of drawbacks. When the degree of customer 

information sharing is too high, the user's network identity is more easily stolen. 

Objective issues such as fake phishing websites, network identity authentication, and 

virtual transaction fraud cannot be ignored. In the process of preserving customer 

information security, banks are also exposed to many risks of internal management or 

technological loopholes, thus causing a relatively serious risk of customer information 

leakage. 

 

3.2 Risk of customer information caused by big data environment 

The commercial bank's management of customer information is based on the gradual 

improvement of the confidentiality work. In the past period, the bank's internal 

manager had a higher control intensity, and its risk mechanism mainly came from 
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internal bank personnel review. However, with the continuous upgrading of big data 

technology and the gradual expansion of banking network finance, the security risks at 

the technical level have become increasingly prominent. Although China’s Banking 

Regulatory Commission issued the “Circular on Strengthening the Management of 

Commercial Banks and Third-Party Payment Institutions” in 2014, it once again 

reiterated the importance of keeping confidential customer information. However, in 

practice, China's commercial banks still have a certain gap with the more mature 

banking customer information management systems in the world. Such a gap has also 

caused the security risk of bank customer information management, and even is 

unable to implement the relevant contents of some legal documents, so that the 

management mechanism of bank customer information has not formed a completely 

reliable operating system. 

There are many factors such as the lack of citizens’ awareness of self-prevention, the 

absence of information privacy management for bank customers, and the trend of 

economic interest, which constitute the interest chain of customer information theft. 

After hackers have stolen bank customer information, they can dump it to demand 

parties in different regions through packaged sales. The profit space is particularly 

large, which seriously affects the security of bank customer information. 

 

4. The Main Factors of the Source of Bank Customer Information Security 

Risk under the Perspective of Big Data 

The construction of a bank's information security system is a large and complex project. 

Most of the work involves the level of banking business management and information 

security technology. At present, from the perspective of system management or from 

the perspective of security technology, there are many problems in bank information 

security. The paper discusses them from these two aspects. 

 

4.1 View the bank customer information security risk source from the business 

management point 

4.1.1 Neglect of bank internal management 

Although big data technology has been continuously upgraded and improved, the bank 

itself has the authority to use customer information. Once internal management is 

unbalanced, it can easily cause bank customer information security risks. In 2012, 

Jiangsu Jinqiao Branch of Shanghai Banking Corporation and Yixin Pratt & Whitney 

Information Consulting Co., Ltd. did not obtain the authorization of the customer and 

called personal credit report of 32,000 users. At the same time, Jiangsu Bank provided 

a large amount of user information to the information and consulting company of Yixin 

Pratt & Whitney. The company conducted big data analysis and promoted insurance 



Volume 5 Issue 4 2018 

   31 

products to relevant customers, which caused extremely serious problems for 

customers. From this incident, it can be found that the phenomenon of neglecting 

supervision and management within the bank's internal management is still serious 

and is the risk of information leakage caused by internal irregularities. 

4.1.2 The awareness of information security is not in place, and the concept of 

information security is weak. 

The issue of information security in the banking industry is first and foremost the issue 

of consciousness and ideas. No matter whether it is the management or the bottom 

staff, it is very important to realize the importance of big data information security and 

to be familiar with the basic content and specific work requirements of big data 

information security. People often think that the core security of information security 

depends on the core technology. In fact, this idea is wrong. Information security 

depends first on the implementation of basic norms and the application of security 

measures. 

4.1.3 Pay attention to the input of information security products while neglecting 

management investment, and the emergency plan is incomplete 

The investment in network information security is not entirely the input of security 

products and tools. It should also include input in operational procedures, emergency 

response mechanism strategies, etc., and must also be matched with process 

management mechanisms that are compatible with security products. The 

establishment of a reasonable process management mechanism requires investment. 

These inputs are closely linked to the integrity of the security system. Otherwise, the 

unattended and intrusive responses of the alarm are not satisfactory. The scope of the 

emergency plan must be broad enough to establish a normative and systematic 

emergency plan and carry out practical inspections. The formulation of some 

emergency plans is not related to the actual work of the bank, focusing on the form of 

the emergency plan and not on the practice of emergency drills. Few banking 

institutions are able to simulate real-world scenarios for emergency drills and assess 

risks. 

4.1.4 The bank lacks complex talents for information security management 

Financial information is inseparable from management talents. Financial enterprise 

information security management requires sophisticated talents. This compound talent 

must be familiar with computer, network and big data technology, and must 

understand banking business processes and data information security risk prevention 

knowledge. At present, this type of compound talent is still relatively small. Most of the 

information security professional and technical personnel of major banks are graduates 

of computers or related majors. They are relatively familiar with computer professional 

knowledge, but they are not enough to grasp the potential threats of the banking 
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business workflow and customer information systems. 

 

4.2 Problems of Bank Customer Information Security from the Perspective of 

Professional Technology 

4.2.1 Potential risks of technology loopholes 

In the context of big data, the cooperation between commercial banks and other 

business services has gradually increased. Although it supports the utilization of 

information sharing, it also generates the risk types of information interaction. In 2014, 

Ctrip.com illegally stored credit card consumption records of users. After being 

attacked by hackers, its cooperation with more than a dozen domestic banks was stolen. 

So that the user's savings card and credit card spending information are leaked, but 

also highlights the type of risk of theft. Although similar phenomena did not occur in the 

internal management loopholes in the bank, the security risks in the external 

cooperation mechanism still existed. In particular, after the consumption upgrade, the 

consumer’s own awareness of safety precautions has not kept pace with the times and 

has created a serious threat of information leakage. 

4.2.2 Reliability of Third Party Transactions 

The third party transaction payment is the docking of client information directly linked 

to cyber bank, and the user information held by the third party transaction platform is 

often more accurate. The positioning of bank customer information in multiple 

transactions is not comprehensive, but the third-party cooperation platform is in a more 

robust barrier mode in customer information management. In 2014, the convenience 

of Alipay's former technical staff using banking transactions stole 20 GB user data, 

including related information such as e-mail addresses, communication numbers, 

real-name information, certificate numbers, consumer records, and home addresses. 

The apparent value of such information reference dimensions is obviously higher. It 

presents a more serious social panic in the threat of security risks and is an external 

factor in the source of banking customer information security risks. 

4.2.3 Malicious invasion by computer hackers 

Cyber hackers are enthusiasts with strong technical knowledge of computers. They can 

use computer equipment to invade computer systems in important industries and 

obtain valuable information or destroy information systems without being noticed by 

others. Most network hackers mainly exploit the vulnerabilities of computer software 

systems to invade information systems. The method of intrusion is smart and varied, 

and the intrusion method is updated quickly, making it difficult for existing computer 

system security products to make timely corresponding prevention, which has caused 

computer networks to be hacked by cyber hackers. 
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4.2.4 Computer viruses and Trojans 

Computer viruses are one of the major threats to information security at the moment, 

and today's computer viruses are numerous and varied. Computer virus is a program 

code deliberately written by some computer enthusiasts. It is similar to the destructive, 

infectious, and hidden features of biological viruses. In order to ensure the safe 

operation of the bank's computer customer information system, attention should be 

paid to preventing viruses. There is also a Trojan horse program. The Trojan horse 

program is an eavesdropping and control program that is quietly installed on the 

victim's computer by an attacker. It usually consists of two parts: the control end and 

the controlled end. The controlled end program passes through the network or other 

media into the victim's computer. The control side program is installed on the criminal 

computer equipment, using the control side to remotely transmit data with the control 

terminal so as to steal the resources on the victim's computer, steal personal 

information and various important sensitive data, which cause considerable losses to 

units and individuals. 

4.2.5 Incomplete disaster recovery measures and infrastructure failure 

The disaster recovery and recovery capabilities of banks must be further strengthened. 

The types of disaster recovery systems in China's banking industry are relatively single 

and their coverage is still relatively small, especially the lack of a systematic disaster 

recovery plan. Because of these circumstances, after a variety of natural disasters have 

occurred, emergency plans cannot be started immediately and the system cannot be 

quickly switched to a backup system. Therefore, information service interruptions 

lasting several hours will occur. The computer infrastructure can be said to be the 

guarantee for the safe operation of any computer system. When the infrastructure fails, 

it is bound to cause the interruption of information services. At the same time, this 

situation is unpredictable. The causes of infrastructure failures are relatively complex 

and diverse, including server power failures, network cable aging, and communication 

interruptions. 

 

5 Bank Customer Information Protection Strategy Based on Big Data Era 

5.1 Improve Supervision Mechanism and Strengthen Internal Control 

The security risks arising from internal bank information disclosure have both internal 

management loopholes and the substantive issues of the supervision and management 

system. In the context of big data, bank users' information management must adopt a 

more complete supervision and management system as a means to strengthen internal 

control, thereby reducing the potential safety hazards in human operations. On the one 

hand, more perfect rules and regulations for self-regulation must be established to 

ensure the security of bank customer information. In this regard, the operational 
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practices of international commercial banks can be used to control the application 

degree of user information with a minimum amount of information and a minimum 

scope of authorization. At the same time, it is necessary to establish a regular 

assessment mechanism among the employees of the credit rating auditing department, 

so as to control the information disclosure of substantial risks through auditing the 

professional ethics of the department. At the same time, it is required to establish an 

equal level of responsibility for customer information management with a third-party 

cooperation platform so as to avoid the negative influence of external factors. On the 

other hand, it is necessary to improve the targeted emergency plan for the leakage of 

bank customer information and formulate specific compensation conditions. To clarify 

the internal control staff of the information disclosure incident or the illegal personnel 

of external intrusion strengthens the timeliness of information control from the 

perspective of containment and deterrence. The compensation standard can be 

appropriately tilted to the injured party, thereby protecting the recognition of user's 

rights and interests, and it is also another kind of sanctions for information disclosure 

and theft, which helps to strengthen the actual effect of security risk control. In 

addition to this, it is necessary to classify the internal management authority of the 

bank to maximize the control over the production of ultra vires. It is necessary to set up 

internal management level certification instructions to avoid the risk of cross-level 

information retrieval. At the same time, multiple authentication mechanisms must be 

set up to protect customer information real-time monitoring in the process of collection 

or invocation so as to achieve the desired security management effect. 

 

5.2 Improve User Awareness and Strengthen Propaganda 

In the context of big data, the frequency of users' personal banking information has 

increased such as new payment websites, private lending websites, information related 

services and so on. Users still have a high possibility of self-disclosure of information in 

practice. In this regard, the risk of online leaks and offline leaks also exists. Therefore, 

it is difficult to achieve the desired effect of security risk control only by the information 

security management mechanism of the bank. As a result, strengthening the user’s 

own information disclosure risk control is also a necessary form of protection. The 

propaganda on personal information protection methods can be appropriately 

strengthened. With the help of new media and self-media communication efficiency 

and using of the coverage rate of social media, the content of security education for 

users' personal information management can be strengthened to enhance the 

customer's own security risk control capabilities. In addition, banks also need to push 

security risk control information on a regular and irregular basis, and explain in detail 

the mechanism for the information disclosure risks in the relevant literature, as well as 
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focus on the prevention of content and methods to help the customer groups to 

develop good habit of self-supervising personal information, and then quickly achieve 

the individual ability to identify security risks, so as to enhance the protection effect of 

bank customer information. 

 

5.3 Supplementing Verification Information and Optimizing Safety Technology 

At present, the bank has gradually strengthened the management technology for 

customer information and has achieved certain improvement in the control of security. 

However, in the process of information transfer, the controllability of its protection 

measures is still the most critical type of security technology. On the one hand, multiple 

verification schemes need to be further adopted to ensure the accuracy of user 

information in the actual authentication process. After the continuous evolution and 

upgrading of big data technology, the stealing technology of network information is 

also constantly developing. It is obviously unable to achieve the desired monitoring 

effect by simply rejecting external attacks through the firewall. Although the 

authentication password plays a certain protective effect in the authentication, the 

authentication mode supported by the software system and the hardware technology 

must be further established through the setup of multiple verification links in order to 

strengthen the verification effect against the user identity and avoid the possibility of 

illegally stealing customer information. On the other hand, it is necessary to further 

improve the data encryption algorithm to ensure the security of the data transmission 

process. As the internal information network of the bank is more closely linked with the 

outside world, the possibility of interception of many customers information in the 

process of transmission also increases. This situation places bank customer information 

in a more passive security management state. For this reason, it is necessary to 

strengthen the security level in the data transmission process, thereby resisting and 

eliminating the risk of information leakage. In this regard, Bank of China and many 

international banks have set up relatively complete encryption technologies for cipher 

text transmission. They can learn from their cryptographic experience and upgrade the 

contents of bank information transmission, and then use comprehensive encryption 

technologies to support the security of bank customer information. 

 

5.4 Improve Cooperation Mechanisms and Review Verification Standards 

As the cooperative relationship between commercial banks and third-party payment 

platforms becomes more complex, it is still necessary to establish a cooperation 

mechanism with high degree of mutual recognition in the data information 

management of shared resources. In the case of protecting the interests of both 

parties, the basic conditions of customer information security must also be followed. 
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Avoid divulging personal privacy of bank customers due to illegal information 

operations, causing serious social crisis. For a third-party operating platform 

represented by Alipay, it is necessary to strengthen the verification environment of the 

cooperative protection mechanism and limit the risk of theft of information by using the 

frequency of data information space usage. For example, the substantive rights of the 

third-party possibly involving the user's information in payment rating can be reduced, 

verification process must be mandatorily increased in each information exchange 

process, the transaction history of the third party payment platform can be eliminated 

after the completion of the order payment link and so on. On the basis of maximizing 

the protection of bank customer information, the verification and verification standards 

should be strengthened in order to secure the security of customer information by 

restricting the application permission of external information. 

 

6. Conclusion 

In summary, despite the continuous development of big data technology, although the 

bank customer information management technology is also fully upgraded, internal 

and external risk factors still cannot completely resist. For this reason, it is necessary to 

further strengthen the security management of bank customer information, otherwise 

it will reveal the privacy of users. Based on this, it is necessary to improve the 

supervision mechanism and strengthen internal control. At the same time, it is 

necessary to strengthen propaganda to improve user awareness, supplement 

verification information and optimize security technologies, and improve cooperation 

mechanisms and strengthening audit verification standards so as to achieve the level of 

safety management and the overall security of bank customer information. 
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