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Abstract: The authority control module is the necessary function of the large-scale 

application management system. This article takes the background of implementing 

authority control and management in the laboratory management system, from the 

database design, view layer design and control layer design in three aspects, 

introduces in detail the design and implementation of a full set of authority control 

method. The subsequent test results show that the authority control module 

implemented in this paper can meet the actual needs and work normally. This has 

strong reference value for the design and implementation of authority control functions 

in other systems. 
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1.Introduction 

As an important place for higher education, laboratory in colleges plays a pivotal role. 

With the gradual improvement of experimental conditions, the management of 

laboratory is becoming more and more difficult. Therefore，a laboratory management 

system is urgently needed to achieve efficient management [1]. Considering that the 

management of laboratory is accomplished by a large number of people and roles, it is 

necessary to control the corresponding authority according to the different roles and 

positions of managers. 

Currently, due to the flexibility of the B/S architecture, the laboratory management 

system is mostly web application [2]. Among the many permission control methods, 

the traditional DAC (Discretion Access Control) and MAC (Mandatory Access Control) 
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access methods generally have large development workload, single user function and 

inflexible authorization, so it is difficult to provide sufficient secure access control to the 

system in complex business scenarios [3-4]. The Spring Security framework and the 

Shiro framework also have some problems as the common authority control framework 

in Java EE, for example, the former is not flexible enough to control the data-level 

permissions, while the latter is not flexible enough to control the functional-level 

permissions [5]. Therefore, it is particularly necessary to select an authority control 

solution that is flexible and easy to develop and can control the data level and 

functional level permissions finely. For these above-mentioned needs, these 

requirements can be implemented well in the authority control scheme based on RBAC 

model [6-7]. 

The RBAC model is based on the role of access control [8], that is, the relationship 

between users and permissions is indirectly associated with the role of the media, 

rather than directly related. In this way, it makes the allocation and control of 

permissions more flexible. At the same time, because the design decouples the 

relationship between users and permissions, in the future, system maintenance and 

upgrades can be improved by introducing RBAC mechanisms without changing the 

original code, thus greatly enhancing the expansibility of the whole system.  

From the perspective of the MVC architecture [9], based on the RBAC model and the 

SSH framework in Java EE, we will discuss the design method of authority control in the 

system in detail. 

 

2. MVC Architecture Design 

2.1 Database Design 

The system's specific operation, such as the removal operation of laboratory 

information, is abstracted as a permission, and a set of related permission 

combinations, such as the addition, deletion, modification and query operation of 

laboratory information, is abstracted into a role, so the granularity of the roles thus 

defined meets the permissions control requirements in the laboratory management 

system [10]. In addition, according to the function division in the system, the 

permission can be divided into first, second and third levels, and the level of permission 

is distinguished by setting foreign keys in the permission table, in which the foreign key 

field is Null for the first level permission. For example, laboratory management is a first 

level permission，the following laboratory equipment management and laboratory 

information management are the second level permission, and querying and deleting 

the laboratory equipment are third level permission under the laboratory equipment 

management. 
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The administrators in the system are divided according to their identities and can be 

divided into laboratory administrators, department laboratory directors, department 

heads, and school laboratory directors. Considering that different managers with the 

same identity may have different management tasks, the roles assigned to them 

should also be different. For example, administrator A and administrator B are all 

laboratory administrators, have the same identity but can have different roles and 

permissions. The management rights, which can actually be achieved by assigning 

them different management roles. Therefore, on the basis of the design of RBAC model 

database [11-12], the user table also needs to add additional identity fields, so that 

user rights management can achieve such fine-grained control. 

The roles and the permissions of all roles can be uniformly assigned and managed by 

super administrator. Taking into account the rationality and scientific nature of 

hierarchical management, the following design should be adopted: 1) The school 

laboratory director can manage all the administrators’ roles and permissions of the 

school; 2) The director of the department can manage the roles and permissions of all 

personnel in the department; 3) The lab administrators which have no role and 

permission management functions, are the objects of roles and permissions 

management assignment. 

 

Fig. 1 ER model 

Following the above principles, the database design of system is shown in Fig.1. Only 

the main attributes related to authority control are set in the figure. 

 

2.2 View Layer Design 

In order to clearly represent the permission level in the permission table, a tree 

structure [13] can be used on the page to display the permission data in the table. The 

first level permission is the root node of the permission tree, and the second level and 

third level permissions are the root node of the subtree below the root node, as shown 

in Fig. 2. 
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Fig. 2 Assigning permissions to 
roles 

 

Fig. 3 System menu 

The interaction principle of the entire page can be defined as the selection logic and the 

cancellation logic. which is implemented by using jQuery library to operate the radio 

button [14]. 

The selection logic rules are as follows: When a certain level of permission is selected, 

all ancestor nodes corresponding to the level of privilege are automatically selected, 

and its child nodes are also automatically selected. The interaction logic is illustrated 

with Fig. 2 below: 1) when selected the first level privilege of “Laboratory 

Management”, it is a root node that needs to automatically select all of its child nodes, 

such as the second level permission “Laboratory Information”, “Laboratory 

Announcement”, “Laboratory Layout”, “Laboratory Equipment”, the third level 

permission “Query Laboratory Information”, “Add laboratory information”, “Modify 

laboratory information”, “Delete laboratory information”;2) When selected the second 

level permission “Laboratory Information”, it is an intermediate node, therefore, both 

its ancestor and child nodes are automatically selected. From the graph, the ancestor 

node only includes “Laboratory Management”, its child node includes “Query laboratory 

information”, “Add laboratory information”, “Modify laboratory information”, and 

“Delete laboratory information”; 3) When selected the third level permission of “Query 

laboratory information”, because it is a leaf node, so it only needs to select all its 

ancestor nodes, namely the first level permission “Laboratory Management” and the 

second level permission “Laboratory Information”; 

The cancellation logic rules are as follows: When a certain level of permission is 

unchecked, all child nodes corresponding to the level of permission are automatically 

unchecked. If the node has no sibling node, its parent nodes must be automatically 

unchecked, and do the same operation in sequence. The interaction logic is illustrated 

with Fig. 2 below: 1) When unchecked the first level permission of “Laboratory 

Management”, it is the root node that needs to automatically uncheck all of its child 

nodes, such as the second level permission "Laboratory Information", "Laboratory 
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Announcement", "Laboratory Layout", "Laboratory Equipment", the third level 

permission “Query laboratory information”, “Add laboratory information”, “Modify 

laboratory information”, “Delete laboratory information” 2) When unchecked the 

second level permission of “Laboratory Management”, it is an intermediate node, 

therefore, the child node needs to be automatically unchecked, which includes “Query 

laboratory information”, “Add laboratory information”, “Modify laboratory information”, 

“Delete laboratory information”, and when its peer sibling node is unchecked, it also 

needs to automatically uncheck its father node “Laboratory Management”. 3) When 

unchecked the third level permission of “Query Laboratory Information”, because it is a 

leaf node, only its ancestor node needs to be considered. When its sibling node is 

unchecked, it is necessary to automatically uncheck its father node "Laboratory 

Information", also made up similar operations in sequence. 

 

2.3 Control Layer Design 

After the user successfully login to the system, the system menu is displayed according 

to the set of permissions owned by the user's roles [15], as shown in Figure 3. Because 

of the particularity of Web system, users can directly access the function corresponding 

to the web address by entering the URL [16]. Therefore, in order to prevent 

unauthorized users from accessing a certain URL illegally, it is necessary to intercept for 

every URL request of users [17], this is done using a custom interceptor in Struts2 [18], 

the flow chart is shown in Fig. 4. As can be seen from the picture, the flag whether user 

has permission to access the URL according to the permissions set in the user's roles. 

If true, the data page corresponding to the URL is displayed; otherwise, the prompt 

page for illegal access is shown. 

 

 

Fig. 4 Authority Control Flowchart 
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Some special operations and users in the system should be dealt with a special way. For 

the common operation of all users, such as login, logout and so on, they are not 

regarded as the permissions, just do the release after intercepting this kind of request, 

otherwise the user will not to login the system. The super administrator, as a special 

user of the system, doesn’t need to assign roles. By default, it has all the permissions 

of the system. Therefore, after intercepting the request of the user, system doesn’t 

need to judge the permission and directly release [19] 

The relationship between menu display and authority control is handled in the following 

way: after the user successfully login the system, the menu items displayed of the 

system is closely related to the user's permissions, the system will compare the 

permissions in the user's role and the data in the permission table to judge the user's 

access rights and then according to what it should be displayed on the menu, and the 

part without permission doesn’t appear on the page at all. 

In the above process, the URL in the user role’s permission needs to be compared with 

the visited URL, so that it is necessary to constantly query the permission table. 

Therefore, to avoid frequent query operations, the data in the permission table can be 

saved to the system application scope when the web system starts, and the user's 

permissions are saved to the session after user login system [20], thereby reducing the 

overhead and improving the performance of the system. 

 

3. Test 

In order to test the implementation of the authority control function, the following 

describes the process with the example of “Laboratory Administrator”. 

The specific testing process is as follows: 

1) Using the super administrator to login the system and create a test user who is a 

“Laboratory Administrator”, assign him the “Laboratory Information Management” role 

which has the privilege as shown in Fig. 2. 

2) Using this test user to login the system, because he has the role of "Laboratory 

Information Management", so the system only displays the " Laboratory Information" 

menu item, clicking it to enter the corresponding page of the menu item, as shown in 

Fig. 5. 

 

Fig. 5 User management function 

3) If the test user accesses a page that is not within his permission scope through the 

web address, for example, “http://localhost:8080/admin/role_list.action” is the URL of 



Volume 5 Issue 5 2018 

   53 

“Role Management”, the prompt page for illegal access will be returned, as shown in Fig. 

6. 

 

Fig. 6 Hint of no permission to access 

 

4. Conclusion 

This article takes the application of RBAC model in university's laboratory management 

system as an example, from three aspects of the database design, view layer design 

and control layer design of MVC architecture, the ideas and methods of using RBAC 

model to control system authority are elaborated in detail, and the detailed test process 

and results are given. The test results show that the idea and method achieve the 

desired authority control objectives. Although this article is based on the university’s 

laboratory management system to illustrate the implementation of authority control 

ideas, but it also has a strong reference meaning for other management system. 
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