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Abstract: With the popularization and promotion of the digital campus, the data of all 

kinds of business systems have been deeply integrated and managed, which has 

formed the massive, high growth and diversified information assets of the school. In 

order to make full and effective use of school information resources, this paper mainly 

aims at the data association analysis of university students network behavior data, so 

as to enhance the school decision-making, insight, and provide more intuitive and 

efficient decision-making and exhibition services. 
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1. Preface 

In the process of network access, all kinds of data will be generated, including network 

management data, DCHP data, DNS data, authentication data, NAT data, URL data and 

DPI data, etc. However, IT management and the data management of support system 

is poor, which leads to partial data loss. Moreover, the data of each system is scattered 

storage; At the same time, there is a lack of management among all kinds of data. In 

this case, how to effectively extract useful information from a large number of data and 

improve the application value of information has become an important problem that 

needs to be solved in this field [1]. The analysis of user network behavior data fills the 

missing data, correlates the multi-dimensional data with IP connection points, and a 

structured model is established for unified storage with account number and terminal 

identity. When data retrieval, the user's complete behavior record can be accurately 

obtained from any dimension, and the analysis and application of multiple user network 

behavior data can be realized effectively. 

 

2. Problems of Big Data in Colleges and Universities 

The composition of big data in colleges and universities: first, the state data generated 

by the management and service of the school; second, the data resources for 
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supporting teacher research; Finally, the data of the school's teaching and learning, 

campus life behavior and service process. There are several problems with these data: 

 

2.1 Data Dispersion 

In the process of informatization construction, the business system is completed by 

various departments, lacking long-term technology and functions planning, mainly to 

meet the local needs and the needs of the current period. The system is to built and 

maintained independently, and not forming a unified management. Some are even 

repeated construction of system. Therefore, data is scattered across multiple systems 

in multiple departments. 

 

2.2 Data Difficult to Share  

In the process of informatization, the department is based on the needs of solving the 

problem. All the systems take different standards and databases at different times. And 

they are independent of each other, lacking of coordination, and thus forming 

information islands one by one. Information and resources can't be efficiently shared, 

which make source data acquisition difficult. Acquiring data from different departments 

even relys on low-efficiency modes, such as telephone, Excel documents and print 

media.  

 

2.3 Low Quality of the Data 

At present, most of the software used in school is limited to transactional processing 

such as inquiry, statistics, printing report, etc. Which has few auxiliary decision analysis 

functions. A large number of original data is accumulated in the process of running a 

school and need to be collected and sorted by subject. Some of original data has less 

value, but it can reflect the object more comprehensively after the correlation analysis 

and become data with high value. 

Behind these big data, there is a variety of complex network behaviors, namely data 

assets. How to analyze and make use of these data for the construction of digital 

campus is of long-term significance. 

 

3. Big Data Analysis of Network Behavior             

The data analysis of user network behavior refers to mining valuable and meaningful 

data from the huge data generated by users on the Internet [2]. This section mainly 

describes the network traffic and log traffic. 
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3.1 Network Traffic Analysis Process 

The network traffic is output to NPB (network packet agent) through the mirror. NPB 

basically processes the traffic such as polymerization and aggregation, then copies it to 

the flow processor. The flow processor preprocesses the traffic through the special 

plate card and generates the corresponding flow log file according to the network 

protocol type. The traffic log files are transported to big data management platform by 

flume. The big data management platform is responsible for the storage of data and 

makes approximate statistical analysis of the data through memory calculation. The 

approximate technique is to transform a class of query language Q with high 

complexity into a kind of query language Q' with low complexity and try not to affect 

the accuracy of the query result [3]. Finally, the result is queried and visual displayed 

on the network security patrol platform. 

 

3.2 Log Data Analysis Process 

Getting log data from the server is one of the most straightforward ways to get network 

behaviors. The log file is to record the activity of the server, and provide customer and 

server detailed interactive activity logs, including customer requests and server 

responses [4]. Log data is a file stored on HDFS. We build metadata by establishing 

external table, which is convenient for subsequent retrieval and statistical analysis. 

Impala and other software is used to do data import, format conversion and query. The 

parquet column storage format is used to improve the query performance. Parquet not 

only keeps the highest efficiency per kernel processing rate, but also keeps the fastest 

speed in completing the processing. 

 

4. Application Scene of Network Behavior Analysis  

On the basis of all kinds of data accumulation with certain amount, the correlation of 

various data will be presented, which reflects the data value that is not observed at 

ordinary times. The analysis of the network behavior of colleges and universities is 

widely applied in personnel training, scientific management and personalized service. 

 

4.1 Accurate Tracing 

The network behavior data based on the fusion can trace back to individuals accurately. 

For example, when looking for students who maliciously download electronic resources, 

the user's account, terminal information and online location can be quickly locked 

according to the URL record and time range of their access. 
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4.2 User Abnormal Behavior Concern 

Through integration of all-round student’s behavior data in the application system, the 

website, the Wi-Fi-hotspot, etc. And data analyzing and screening by system, if the 

account aren't used for a long time during the school period, the students who leave 

without authorization are found; students skipping class are found when the accounts 

are registered in the dormitory, which is automatically pushed to the relevant instructor 

by the system, the warning is sent to the instructor, and the measures are timely taken 

to communicate with the students, and the potential safety hazard is eliminated. 

 

4.3 Personnel Distribution Thermal Diagram 

According to the location of the user access network, the personnel distribution thermal 

diagram is drawn to effectively optimize the allocation of resources. For example, 

select personnel intensive areas to launch activities poster, or campus bulletin, arrange 

the classroom reasonably according to the distribution of students in the teaching 

building.  

 

5. Conclusion 

With the rapid development of the Internet, all kinds of technologies have been 

gradually improved, and problems related to network behavior are followed [5]. 

Through the analysis of the network behavior of colleges and universities in the big 

data environment, it can analyze the historical situation, find the potential connection, 

improve the management efficiency, and support the scientific decision-making. The 

effective management of school data assets is realized by analyzing network behavior, 

the service ability of smart campus is improved; the reference is provided for school 

personnel training and management decision; the information work in school is further 

promoted; The management and service of students is refined; the experience for big 

data applications is accumulated, the application of key fields is carried out, the applied 

atmosphere of big data application in school is formed. 
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