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Abstract: The rapid development of information technology in recent years has 

brought unprecedented changes to human society. People are increasingly enjoying 

the benefits of such changes, and all walks of life are increasingly aware of the 

importance of information technology. . Among the many emerging information 

technologies, cloud computing and big data are the two most representative of them, 

and the combination of the two has become an inevitable trend. Just like all network 

information technologies, as long as the network is involved, there will be security and 

privacy issues, and the cloud big data platform also has security privacy issues. This 

paper studies the problem of big data security privacy protection based on cloud 

computing platform. This paper starts from two aspects of implicit security mechanism 

and display security mechanism (encryption mechanism) to protect cloud big data 

platform in data storage and data. The security and privacy of the computing process, 

around the security protection of the cloud big data platform, the main content and 

results of this paper are as follows: Based on the analysis of the cloud data storage 

privacy protection scheme and the cloud data computing privacy protection scheme 

of the predecessors using the implicit mechanism An improved storage scheme was 

proposed. In an improved solution, if the thief wants to obtain data information, it 

must know the information of each element in the correlation matrix, which makes 

sense in protecting the security privacy of the data. In addition, the data calculation 

scheme is extended. The expanded scheme is applied to the environment of four cloud 

servers, and the addition and multiplication operations are realized. 
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1. Introduction  

In recent years, with the rapid development of information technology and its sparks 

colliding with various industries, it has brought unprecedented changes to people's life 

and production methods, and the development of information technology has 

attracted the attention of various fields in various fields [1]. Among many emerging 

science and technology, cloud computing and big data are the two most representative 

and most typical representatives, and the cloud big data platform combined with the 

two has become the focus of attention in the field of technology, and more and more 

The penetration of real life into the cloud, and the security protection of the cloud big 

data platform has become a guarantee of its value. 

The emergence of the term "big data" can be traced back to the open source project 

of et al. But at the time, the term "big data" was merely used to describe a collection 

of large amounts of data that people needed to batch process or analyze when 

updating a web search index. This collection of large amounts of data was then called 

a big data set. Subsequently, the concept of "data warehouse" was proposed in the 

book "Building Data Warehouse", which is known as the "father of data warehouse". 

Although it is different from the current big teachings, this is regarded by the current 

people as big. The original statement of the data concept. 

When it comes to big data, it is inevitable to mention cloud computing. Cloud 

computing appears before big data. Compared with big data, cloud computing is more 

systematic. Cloud computing is the product of many natural evolution of computing. 

Before the emergence of cloud computing. Mainly host computing, minicomputer 

computing, personal computer computing, grid computing and internet computing. In 

the past few decades, the computing model of data has undergone many changes, 

from the terminal host mode of the big machine era to the client server mode of the 

personal era, to the browser server mode of the Internet era. 

There are so many hidden dangers of big data based on cloud computing. Once its 

security and privacy issues cannot be solved, any user identity information, behavior 

information and attribute information carried by big data may be leaked on the cloud 

big data platform, the most typical It is a user privacy leak in two stages of data 

storage and computational processing. Data value information and predictive analysis 

information mined by cloud computing related technologies on the cloud big data 

platform can not only provide decision-making and services for countries, enterprises 

and individuals, but can not cause problems for governments, enterprises and 

individuals. Estimated loss. Obviously, cloud-based big data security privacy protection 

is an important guarantee for cloud computing and big data to reflect its scientific 

value and commercial value. If the data security privacy of cloud platform storage is 

not guaranteed, it will greatly limit cloud computing and The development of big data 
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in the future. In order to ensure the security of big data stored in the cloud, we can 

add key technologies such as privacy protection technology, data encryption 

technology, integrity verification technology, data dynamic update technology, data 

backup and other processes in big data storage and computing processing. Recovery 

technology, etc., and research on cloud computing-based big data security privacy 

protection is worth exploring. 

This paper studies the problem of big data security privacy protection based on cloud 

computing platform. This paper starts from two aspects of implicit security mechanism 

and display security mechanism (encryption mechanism) to protect cloud big data 

platform in data storage and data. Calculate the security privacy when processing. If 

we can realize the security and privacy of data content and realize the security and 

privacy of related computing information in data storage and calculation, it will have 

great guiding significance for our future research and practice. 

 
2. Research status and progress 

Blum et al. first proposed data privacy verification scheme for data auditing. Data 

access control research on data encryption storage has been concerned by many 

researchers. Itani proposes a protocol that guarantees user privacy in a cloud 

computing environment. Mowbray's protocol to a privacy manager for managing user 

privacy is a good way to implement user privacy data protection. Creese's solution 

effectively solves the privacy security problem of enterprise cloud deployment, which 

is a typical application case. In 2012, Cong Wang and others proposed a reliable new 

cloud data storage architecture to ensure data integrity, but in the process of data 

self-audit, it is easy to cause data privacy leakage and undermine data privacy. In 

addition to the common privacy protection schemes for data storage and data 

processing using encryption systems, A. Parakh et al. proposed an online storage 

scheme based on implicit mechanisms and applied the scheme to network voting 

protocols and other protocols. Chiang also has some research on implicit mechanisms. 

In 2011 and 2013, A. Parakh et al. proposed an implicit mechanism for space-efficient 

secret sharing and a cloud-based computer system using implicit mechanisms. Implicit 

mechanisms do not need to consider key management issues compared to encryption 

mechanisms. The solution proposed by A. Parakh et al. using the implicit mechanism 

can solve part of the key management and its collusion with some cloud servers, but 

this solution can not solve the problem of collusion of all cloud servers responsible for 

storage. 
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3. Cloud-based big data security privacy issues 

3.1 Cloud platform data privacy and services 

3.1.1 Privacy 

Privacy refers to the protection of information on some data. In the context of cloud 

computing, the definition of privacy is more complicated than in the traditional sense. 

It refers not only to the content of the data itself, but also to the structural information 

of the data, the access mode of the user, and the access history. For the retrieval of 

cloud data, it is necessary to protect the privacy of the user's search content, and the 

data owner establishes the privacy of the cloud index; for the storage of the cloud 

data, the privacy of the user data in the cloud is guaranteed to be stored in the cloud. 

After the cloud, the data must be complete. When the data information is incomplete, 

it can be restored in time. For the calculation of cloud data, it is necessary to ensure 

the security of the calculation results and ensure the security and privacy of the 

calculation content. Overall, due to the multi-tenancy and openness of the cloud 

computing environment, the protection of cloud data security privacy becomes 

extremely difficult but very important. 

3.1.2 Cloud Data Security Privacy Service 

Currently, the cloud data security privacy service mainly provides two modes. First, 

the user stores his local data to the cloud service provider, and the cloud service 

provider provides data storage and management services, and provides the authorized 

other legitimate users for retrieval and downloading; second, the user can provide the 

cloud service provider with the cloud service provider. The powerful computing 

resources calculate the data to get the corresponding results, thus saving the user's 

own computing resources. In the following chapters, we will discuss the protection of 

privacy from these two aspects, and give our own design solutions for the privacy 

protection of cloud data. 

3.1.3 Common Security Privacy System 

The key to cloud big data lies in the storage and use of data. Therefore, it is inevitable 

that it will encounter the problem of security and privacy protection. Compared with 

traditional data, big data has the characteristics of long life cycle, multiple access, and 

frequent use. In the data environment, the increase of cloud service providers, data 

vendors, and external intruders has increased the risk of user privacy data leakage, 

data theft, and data tampering. Because the big data of the cloud platform is of high 

value, the disclosure of big data information will bring immeasurable losses to the 

government, enterprises and individuals. The data security privacy threats of the cloud 

big data platform mainly face the following aspects. 

The data owner is prone to infringement of the user's privacy during the data storage 

process. The owner of big data cannot know the specific location of the data on the 
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cloud platform, and the user cannot effectively control the personal data. In the 

process of data uploading to the cloud platform, the user's security privacy is violated. 

In the big data and cloud computing environment, the environment is more complex, 

more open and diversified, infrastructure restrictions and external intrusion are the 

security privacy of user data. More vulnerable to violations. 

On the cloud platform, it is easy to invade the user's security and privacy during the 

processing of data. In the process of processing big data on the cloud platform, a 

large number of virtual technologies, imperfect encryption measures, and unreliable 

cloud service providers are deployed. And so on will create security issues. In addition, 

due to the dynamic and sharing of cloud big data, the difficulty of management is 

increased. Account hijacking, attack, identity masquerading, key loss, authentication 

failure, etc. are all likely to cause security privacy problems for users. 

The security and privacy protection of cloud computing and big data is an important 

prerequisite for the rapid development and application of the key technology of the 

cloud big data platform. In the era of network information technology, if there is no 

network security, there is no data privacy security. Without data privacy security, there 

is no information security. There is no information security. For the cloud computing, 

big data industry and the corresponding services to be healthy and rapid development, 

it is necessary to gain the trust of users, and it is necessary for the community to pay 

more attention to the issue of big data security and privacy protection under the cloud 

platform. From the technical level, we carry out deep research and development- 

related technologies to prevent and combat attacks by computer viruses and illegal 

hackers, and ensure the autonomy of data information owners. From a legal 

perspective, it is necessary to speed up the progress of legislation, protect the privacy 

of big data in accordance with the law, resolutely crack down on lawless elements, 

and maintain a good environment for information services. From the scientific research 

level, we should study the algorithms and protocols of the security and privacy 

protection of the cloud big data platform, and apply it to specific practices. The 

problem of big data security and privacy protection under the cloud computing 

platform is a problem that all sectors of society must attach great importance to. The 

security and privacy protection of a good cloud big data platform is an important 

prerequisite for ensuring the rapid development and application of cloud computing 

and big data. The picture below shows the China Mobile and Alibaba Group's cloud 

computing big data platform. 

 

4. Design and optimization of secure privacy protection scheme using 

implicit mechanism 

The biggest advantage of the implicit mechanism compared to the encryption 
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mechanism is that it solves the problem of key management. In this chapter, we will 

study the cloud data security privacy protection scheme using implicit mechanism. In 

an improved solution, if the thief wants to obtain data information, it must know the 

information of each element in the correlation matrix, which makes sense in protecting 

the security privacy of the data. In addition, the data calculation scheme is extended. 

The expanded scheme is applied to the environment of four cloud servers, and the 

addition and multiplication operations are realized.. 

 

4.1 (k, k) storage plan review 

This scheme uses the principle of polynomial solution in finite field in algebraic 

cryptography to randomly divide the data into parts—and regard this value as the root 

of the unary polynomial, and store each part in different cloud servers. This process 

data information is not encrypted, we call this data processing is an implicit mechanism. 

In the solution, each cloud server responsible for storing data will not disclose any 

information, and only when all the cloud servers collude can cause leakage of data 

information. 

According to the basic theorem of algebra, each sub-equation has k roots, for k-order 

equations: 
1

1 1 0... 0k k

kx a x a x a

                                         (1) 

The above formula has k roots, expressed as 
1 2{ , ,..., }kr r r  , According to the basic 

definition of algebra, another way of writing it: 

1 2( )( )...( ) 0kx r x r x r                                                     (2) 

Where 
ir  is the data sub-block, it is obvious that it is independent of the variable x  

so: 

1
mod

k

ii
r d p


                                                          (3) 

 

4.2 (k, n) storage plan review 

When data chunks are stored on one or more servers, they cannot be passed to each 

other over the network, so the user needs to recreate the data through the available 

chunks of data. In this scheme, the user extends the data sub-block from the k-part 

to the n-part, where k <= n, which needs to be integrated to reconstruct the data. 

We set {r1,r2...rk} to be the initial set of partitions, mapped to the set {p1,p2,...,pn}. 

Construct a linear equation: 

11 1 12 2 1 1

21 1 22 2 2 2

1 1 2 2

...

...

...

...

k k

k k

n n nk k n

a r a r a r c

a r a r a r c

a r a r a r c

   

   

   

                                           (4) 

The above linear equations can also be written in the form of a matrix as follows: 
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4.3 Improved storage solution 

This program is based on the improvement of the proposed scheme A.Parakh in the 

previous section. We call this scheme an improved data partitioning storage scheme. 

Different from the scheme, we first divide the data d into n parts r1, r2...rn of equal 

length, instead of randomly dividing into n parts, these operations are performed 

locally. Next, we divide r1, r2...rn into k sub-blocks ri1, ri2,... for each data ri using 

the same segmentation method as the (k, k) data partition storage scheme in scheme 

[10]. Rik. All operations are also performed in the finite field Zp, where p>2h (h is the 

length of each sub-block in d) according to the relevant conditions of the (k, k) data 

partition storage scheme.  

For the kth sub-block in any sub-block ri, it is not difficult to get (6): 
1

, ,1 ,2 , 1( ... ) modi k i i ri i kr r r r p

                                          (6) 

The new linear equations can be represented by: 

11 1,1 12 1,2 1 1, 1,1

11 2,1 12 2,2 1 2, 1,2

11 ,1 12 ,2 1 , 1,

...

...

...

...

k k

k k

n n k n k n

a r a r a r c

a r a r a r c

a r a r a r c

   

   

   

                                            (7) 

For the convenience of calculation in the future, we define matrix A, matrix C and 

matrix R, respectively: 

 
After resetting, you can write: A R C  

 
Because the matrix is a reversible matrix, there are: 
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1 1'R A C A                                                       (8) 

After determining the data partitions and correlations, we store our data. In this 

scenario, we store and store the data on the cloud server. When you need to recover 

data: 
1 1'R A C A                                                            (9) 

So we recovered the data. 

 

5. Conclusion 

Cloud computing and big data are the two typical representatives of the rapid 

development of information technology in recent years. The emergence of cloud 

computing and big data has changed the traditional data storage model and data 

computing model. It has brought tremendous changes to human society. People are 

enjoying the benefits of this kind of change. It is therefore increasingly recognized the 

importance of information technology. Cloud computing and big data are 

interdependent. Big data is like the presence of ore in the mountains, and cloud 

computing is a tool for mining these valuable ores. The massive data of exponential 

growth of big data requires a cloud computing platform to extract, process, store, 

calculate and analyze in order to maximize its value. 

Like all network information technologies, as long as the network is involved, there 

will be information security issues. This paper studies the security privacy issues of 

the cloud big data platform combined with cloud computing and big data. This article 

from the privacy security mechanism and display The security mechanism (encryption 

mechanism) is used to protect the security privacy of the cloud big data platform in 

data storage and data processing. In the two schemes we proposed, we successfully 

solved a series of problems in data privacy protection based on cloud computing 

environment, including the number of entries owned by the data owner, the content 

of the entries owned, and the items called. Related computing information privacy 

protection. In the solution, we also solved the number of integrity verification and data 

recovery problems that affect the protocol. In the solution we designed, we 

successfully protected the security and privacy of cloud data. 
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