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Abstract: With the development of cloud computing, cloud computing security issues 

also appeared in front of the people, in the past, cloud computing service disruption 

and failure for a long time, let people for cloud computing security issues of concern to 

a new level. In this particular cloud computing environment, how to guarantee the 

security of data stored in the cloud, cloud computing will be facing a big problem. In 

this paper, the development of cloud computing data security in recent years and 

summarizes the research status, starting from the security issues of cloud computing, 

network security issues of cloud computing is analyzed. 
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Today, cloud computing has been a rapid development of science and technology, the 

emergence of cloud computing is accompanied by various problems, affecting our 

study and life in all aspects. In the future, people may be more concerned about the 

security of cloud computing than the development of cloud computing, which requires 

cloud computing manufacturers to pay attention to the security of cloud computing. If 

enterprises do not have solid cloud computing technology and services, in the Internet 

technology battlefield, only the fate of being eliminated. 

The emergence and development of cloud computing is fast. Today most of us may not 

be able to say the meaning of cloud computing, but various security problems of cloud 

computing have been generated. We often see the risks and problems of cloud 

computing in newspapers and news. Cloud computing has brought us all kinds of 

convenience, but at the same time, the security of cloud computing is also increasingly 

prominent. Not only cloud computing service providers must be fully familiar with cloud 

computing security issues, as users we must also have a sufficient understanding of 

cloud computing security issues. As the old saying goes, only when we know enough 

about it can we master and use it well. 
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1. Introduction 

1.1 Research background 

Cloud computing is a new service mode, the first cloud computing is put forward by the 

Google company in the United States, Google company put forward a series of cloud 

computing program, as Google company put forward a series of cloud computing 

concept of cloud computing, such as: cloud and cloud security, cloud storage, cloud 

cloud game, education, social cloud conferences and cloud. In the development of The 

Times, these concepts are gradually known by the public, which is followed by a series 

of cloud computing security problems. 

With cloud computing, we can enjoy the services provided by cloud computing anytime 

and anywhere, regardless of the location and implementation path of the cloud. 

However, while cloud computing brings innovation and change to people, it also puts 

forward higher requirements for security issues. The generation of cloud computing we 

don't need to buy computer hardware system and software system, we don't need to 

care about cloud computing server whether have the problem of power, only need 

according to their own needs to choose the right cloud computing service providers, 

on-demand access to services and pay the relevant fees, and cloud computing services 

in question will be settled by the service provider. 

 

1.2 Research status 

1.2.1 Cloud computing platform 

Although cloud computing is a new service mode that only appeared in 2007 [1], only 

after more than half a year, cloud computing has attracted more attention than grid 

computing. The rapid development of cloud computing has played a great role in 

promoting the development of the entire computer industry. However, in the 

development of cloud computing, we should clearly realize that cloud computing is not 

yet mature, and various cloud computing security problems have been found. 

Cloud computing Google company put forward by the United States, the most 

representative of the cloud computing platform is Google company Google cloud 

platform, the platform is the most important part of Google Apps, its main purpose is to 

let users to the most convenient to manipulate, the cloud computing platform to the 

processing of large amounts of data, he also can let the user anytime and anywhere for 

data exchange, work together, achieve the goal of resource sharing. 

We are more familiar with another big Internet companies, Microsoft also devoted a lot 

of energy in the aspect of cloud computing, in 2008, Microsoft released Windows Azure 

(translated as "blue sky") operating system, WindowsAzure after replacing DOS 

Windows system is Microsoft released a set of completely new cloud computing 

operating system, to provide the operating system and foundation of cloud services 
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online need storage and management platform, it is Microsoft services provided in a big 

way. 

Amazon, an American company, has developed its own cloud computing platform, 

offering EC2, an elastic computing cloud, and S3, a simple storage service. The cloud 

computing platform is scalable and provides on-demand services to consumers. 

China is not reluctant to lag behind in the research of cloud computing. "aliyun" of 

alibaba and "CloudEx elastic cloud computing platform" proposed by cloud kuoxian 

technology co., ltd. are in the leading position in China's cloud computing, vigorously 

promoting the development of China's cloud computing business. 

1.2.2 Security status of cloud computing 

With the increasingly frequent application of cloud computing, the security problems of 

cloud computing have been gradually discovered [2,3]. Professional departments have 

been set up in China's science and technology departments to study various security 

problems of cloud computing. Countries in the aspect of cloud computing research and 

development funds also increased year by year, according to the valid data show that 

China's investment in cloud computing is expected in 2016 to more than $1 billion, and 

in 2011, before the country invest less than $300 million in cloud computing, from here 

we can see that the country attaches great importance to the development of the 

safety of cloud computing. In foreign countries, all aspects of security issues have been 

the focus of people's attention, the security of cloud computing is no exception, the 

emergence of cloud security alliance is an important reflection of countries to cloud 

computing security issues. The U.S. government CIO committee has issued a 

government document on the adoption of cloud computing by government agencies, 

which indicates the challenges and security requirements of cloud computing, 

encourages countries and companies to analyze the security risks of cloud computing, 

and promotes the healthy development of cloud computing. 

About cloud computing risk assessment survey show that people worry about when the 

data in the cloud computing in the database will not get good protection of security, 

cloud computing providers have the highest authority will cause data leakage, data 

security issues in the process of transmission, whether there will be a hacker attacks 

the data in the cloud computing platform, these are all questions to consider. 

 

1.3 Research significance 

The study of cloud computing security will promote the development of cloud 

computing technology, which points out the direction for the future development of 

cloud computing. The in-depth study of cloud computing security will reduce the 

problems of cloud computing in the future. Cloud computing research will also 

standardize cloud computing in the future, reduce research time and funding, and 
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promote the development of science and technology. To sum up, the research on cloud 

computing data security, network integrity, data isolation and security standards plays 

a decisive role in the future development of cloud computing. 

 

2. Overview of cloud computing 

2.1 Concept of cloud computing 

The generation of cloud computing is caused by the rapid increase of users in the 

Internet and the increasingly frequent use of Internet services. Cloud computing is a 

virtual technology, so it is easy to change the size, we can increase and reduce its 

"cloud" capacity at any time, so that cloud computing really serves us. As for the 

definition of cloud computing, we can find hundreds or even thousands of definitions 

of cloud computing on the Internet. Definition of cloud computing is now the most 

widely popular: cloud computing is a way to pay by usage, this approach provides 

available, convenient, on-demand network access, into the pool of configurable 

computing resources sharing, these resources can be quickly supply, we only put a few 

management work, or very little communication with the service provider (4, 5). 

 

2.2 Cloud computing security architecture and service types 

2.2.1 Cloud computing security architecture 

Today, cloud computing has grown into a collection of services that can supply flexible 

capital on demand. Based on the summary of the current development of cloud 

computing, cloud computing is divided into core service layer, service management 

layer and user access interface layer [6,7]. These three layers are interrelated to form 

the cloud computing architecture. 

The core service layer of cloud computing is the encapsulation service of computer 

hardware, but it is only suitable for solving some specific computing problems. And it 

has some limitations. For example, Google App Engine only allows the Java language. 

The core service layer does not need the hardware system and software system of our 

local computer, but provides virtual services on the network, which provide users with 

a variety of information search. Service management mainly provides technical 

services for the above layer, which provides technical support for the architecture and 

structural model of cloud computing, and further ensures the fast and efficient use of 

the core service layer. The user access interface layer provides services to the cloud to 

connect the cloud to the user. 

One of the problems of service management is the contradiction between service 

providers and users. Service providers cannot meet all the needs of users by providing 

services, so they need to communicate with users frequently and adjust their own 

services in time to meet the dynamic needs of users. Service management mainly 
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provides information support for the core service layer, which provides information 

protection for the core service layer and further ensures the security and stability of the 

core service layer. Cloud computing provides us users with a variety of hierarchical 

services, but cloud computing platform as complex as the network information, it is 

difficult to fully meet the requirements of users. To this end, cloud computing service 

providers need to hold regular meetings with users and formulate special agreements 

for users so that both parties can reach a consensus on cloud computing services. 

Cloud computing providers need to consider all kinds of possible problems, such as 

long interruption and failure of cloud computing services, so that users can feel 

intimate with the service provider. 

The problem with the user access interface layer is that the standard of network 

interface provided by the service provider is different. The user access interface layer 

provides the connection to the "cloud" to connect the "cloud" with the user. Cloud 

computing moves things from a user's computer to the Internet through the user 

access interface layer, so that users can access software and information on their own 

computer from a computer anywhere, which also improves cloud computing usage. 

2.2.2 cloud computing service types 

Cloud computing service types include infrastructure as a service, platform as a service 

and software as a service. Infrastructure as a service is a technology that encapsulates 

hardware devices and various basic resources into Services for users, such as Amazon 

Web Services' elastic computing cloud EC2 and simple storage service S3. In addition, 

in order to optimize the use of infrastructure-as-a-service (infrastructure-as-a-service) 

information, "cloud" service providers also utilize virtualization technologies. On the 

"cloud", customers can use all the basic network resources without worrying about the 

hardware factor of their own computer, and can meet their various needs by controlling 

the virtual computer system on the "cloud". 

Platform as a service is the platform of cloud computing, which provides users with the 

running environment of applications. Through platform-as-a-service (platform-as- 

a-service) service items, application developers can use cloud computing services as 

needed without having to worry about complex configuration issues. 

Software as a service is a new way for users to use all software services without having 

to install corresponding software. It doesn't require users to install anything on their 

own computers, but instead provides the necessary, secure services directly from 

specialized cloud computing providers. Simply put, software as a service is a service 

that cloud computing service providers provide corresponding software for the 

convenience of users. Just like property management, we get all kinds of software 

services from cloud computing providers according to the actual needs. 
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2.3 Core technologies of cloud computing 

Cloud computing is an incredible shift in the way services are delivered, allowing us as 

users to enjoy the convenience of the cloud on demand, regardless of the form of cloud 

computing services. Cloud computing services are mainly centered on data computing, 

and there are many core technologies of cloud computing. The following will be 

analyzed from the data storage and management technologies and programming 

technologies that I am familiar with. 

2.3.1 Data storage and management technology 

At present, the storage services of cloud computing service providers are mainly 

distributed storage technology, which guarantees the reliability and high flexibility of 

data. The reliability of cloud computing is mainly to ensure the security of data by 

means of backup when storing data. Cloud computing is composed of many nodes, so 

users' data security can be guaranteed by backing up data in two or even more nodes. 

We know that there is a large amount of data in cloud computing, and we need to 

manage these data. The processing and analysis of the data in the server can better 

manage the information. Cloud computing services require hierarchical services for a 

large number of users, which requires our management technology to provide efficient 

and convenient services for users. Cloud computing requires data management 

technology to optimize the processing of data. When users upload information to the 

database, they should be able to process and analyze the data very quickly. Most data 

management technologies first manage the data storage table according to the column, 

and then store the data to achieve efficient storage. 

2.3.2 Programming techniques 

The original intention of programming technology is to meet the needs of a large 

number of programmers to develop and run applications in the cloud computing 

platform. Programming technology enables programmers to use cloud computing 

services efficiently and enables users to quickly access needed resources, run their 

own code and develop their own programs. Programming technology requires the 

service to be as easy to understand as possible, so that users can get started quickly 

and meet the requirements of running tasks in parallel, support the simultaneous 

operation of multiple programs, improve work efficiency, and allow users to devote 

themselves to the development of programs. 

 

3. Data security of cloud computing 

When using cloud computing, the first thing we think about is the network security of 

data [8,9]. Do we need to consider whether the network used by cloud computing is 

secure? In the network transmission process will not be data security issues? So as to 

select the most secure cloud computing services. Therefore, cloud computing data 
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security issues in all aspects of the study is very important. 

 

3.1 Security issues of hardware facilities layer 

Cloud computing service is an essential part of the hardware facilities of layer, its main 

function is to provide the comprehensive resource for users of cloud computing use 

information support, such as data storage and data calculation, so the safety of 

construction hardware layer directly contact with the most basic cloud computing 

service, it is the foundation of cloud computing security and the most basic 

requirements. The research on the security of hardware facility layer is to protect the 

security of cloud computing service system. 

External environment reinforcement is the management and monitoring of cloud 

computing hardware equipment. We monitor the environment where the hardware 

equipment is located, and timely pay attention to whether the required power supply 

safety, rainfall problems, environmental temperature and seismic capacity of the 

hardware equipment meet the standards. Storage hardware equipment management 

is set up reasonably, management personnel division of labor is clear. We also need to 

study the defense capability of hardware devices attacked by hackers and whether the 

software maintenance work in hardware facilities is in place to ensure that data can be 

protected when attacked. These are all considerations in the hardware infrastructure 

layer. 

Virtualization technology is the core problem of cloud security and the basis of cloud 

computing services. Cloud computing service providers are required to provide data 

security and data isolation guarantee for users. Data security means that although we 

use cloud computing, we do not know where the information we keep in the "cloud" is 

put, and where the specific server is located, so users and providers need to have 

sufficient understanding of data security, to avoid data loss and theft. In order to 

reduce costs, cloud computing providers may not isolate information but put it together, 

which may also lead to data security problems, requiring cloud computing service 

providers to provide data isolation services [10]. 

 

3.2 Security protection of basic management 

The basic management layer is the core management part in the cloud computing 

service structure. It combines different hardware devices in the cloud computing 

system to provide unified network services to users. Therefore, security problems 

occur in the process of providing services through the network in cloud computing. To 

study the security protection of basic management, it can be analyzed from two parts: 

external defense and internal defense [11,12]. 

External defense refers to preventing undesirable attacks from outside the cloud 
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computing service system, such as external hacker intrusion. According to the security 

problems of traditional Internet, we can study external defense from the following 

aspects: real-time monitoring of cloud computing system to prevent the illegal invasion 

of external hackers and other events; Data encryption is carried out on the hardware 

infrastructure layer of the basic management layer, so that hackers cannot steal the 

real data information; The basic management shall conduct real-time monitoring of 

servers in various places. When the server is damaged by some irresistible factors, the 

basic management shall transfer the services provided by the server to the server in 

good running state. This can basically guarantee the stable operation of cloud 

computing services. 

Internal defense refers to cloud computing services that allow users to see that the 

data they store in the cloud exists and can be downloaded. At the same time, the 

computing service provider should ensure that the user's data has not been modified or 

leaked, and when the user proposes to modify the data, it can carry out various 

operations, and can be completely stored. This requires cloud computing data 

managers to have a high technical and professional ethics, cloud computing data 

security escort. 

 

3.3 Security protection of user access interface layer 

The user access interface layer provides users with a connection to the cloud server 

and a channel to the cloud. It provides different application access interfaces according 

to different requirements. The security protection of the user access interface layer 

needs to consider the different interfaces, the login authentication of the user to the 

cloud server and the authority management of the user access data. 

When users access databases of different cloud computing providers, they need to 

authenticate their identities with different service interfaces, which are generated for 

the sake of data security and service providers' own interests. With the increase of 

cloud computing users, cloud computing service providers need to consider user login, 

logout, service and other issues when users access, and also need to manage users' 

access rights to data. Cloud computing determines the authentication and supervision 

of users' identity information by the provider of users' access data, which can 

determine the relevant permissions of users' access to data, and in some aspects 

reflects the security of cloud computing data isolation. There are many servers in cloud 

computing, so we need to determine users' access rights to these servers to ensure the 

security of data information. 

Cloud computing mainly provides data storage, and the user group is very complex. It 

is essential to strictly control the access rights of users. Setting the access rights of the 

network, resources and application services involved in the cloud computing service 
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system can reduce hacker intrusion, data loss and other security problems, and 

enhance the security of cloud computing. 

 

3.4 Specific methods to ensure data security in cloud computing 

3.4.1 Encrypt the data on the cloud 

After encrypting the data on the cloud, the file can only be opened with the correct 

password. Encrypting information on the cloud allows us to protect data for long 

periods of time. Of course, as long as we set the password complex and secure enough, 

then no one can open your own information except you. 

3.4.2 Enhance safety awareness 

Cloud computing data security requires us to enhance our understanding of the 

Internet. We need to have a clear understanding of where the security issues are in 

cloud computing so that we can use appropriate methods and means to ensure data 

security. Some simple methods can secure our data, such as regularly changing the 

password of the account, setting security issues, binding the mobile phone, etc., and 

make the data on the "cloud" more secure with a few minor details. 

3.4.3 Select reputable service 

When we choose cloud computing services, we should choose reputable cloud service 

providers. They cannot gamble with their brand name, and they do not want to see any 

incidents that users are not satisfied with, nor will they take the initiative to disclose 

user information. 

3.4.4 Backup frequently 

When we save information in the cloud, we should remember to back up our data often, 

choose several service providers to save the data, and update it regularly, so that we 

can restore the data immediately if something goes wrong. 

3.4.5 Know the risks of using cloud computing 

Before we choose cloud service, we should be clearly aware of some potential risks that 

may exist in cloud service, and make a judgment when uploading data that there is no 

security problem and no information leakage. This requires us to have a clear 

understanding of their own information and analysis, in order to prevent security 

problems. 

3.4.6 Formulate laws and regulations 

In order to reduce the security problems of cloud security, not only cloud computing 

providers' own factors need to be considered, but also government departments need 

to formulate relevant laws and regulations for cloud computing, to ensure the safety 

and healthy development of cloud computing, and to ensure users' own rights and 

interests. 
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4. Summarize 

The development of the Internet is extremely rapid, the progress of science and 

technology leads us to the new era, and the security problem of cloud computing is well 

known by many people. With the development of cloud computing, everyone has the 

responsibility and obligation to know enough about the security of cloud computing, so 

that the security of cloud computing becomes the concern of people in life naturally. 

This paper discusses the concept, characteristics and possible problems of cloud 

computing, discusses the security issues of cloud computing, and gives some small 

opinions. Finally, I think cloud computing will have further development in the future, 

which requires us to have a deep understanding of cloud computing security issues in 

order to harness cloud computing, better use of cloud computing, cloud computing to 

make contributions to human progress. 
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