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Abstract: This paper combines block chain technology to make the video research of 

stealing system based on block chain technology, so that the security and 

effectiveness of stealing TV frequency system can be guaranteed. In recent years, 

block chains are considered to be one of the most influential technologies in the 

coming decades. It will lead us into the next Internet era - Value Internet, especially 

in finance, Internet of Things, data management, medical and other fields play an 

increasingly important role. In short, block chain is a distributed accounting system. 

In this distributed system, there is no center and every node is the same. In Block 

Chain 2.0, the application of Block Chain Technology is not only digital capital, but 

also extended to a decentralized application platform. The symbol of this stage is the 

emergence of ETF. ETF is an open source public block chain platform with intelligent 

contract function, allowing users to build various applications on it. In 2013, the 

founder of ETF released the first white paper, "ETF: Next Generation Intelligent 

Contracts and Distributed Telephone Application Platform". What ETF needs to do is 

to apply block chains to areas other than currencies. The goal is to provide block 

chains with built-in, mature Turing-complete languages where contracts can be 

created to encode arbitrary state transition functions. Users can create all the systems 

mentioned above, as well as many other systems that we can't imagine, using only a 

few lines of code to implement logic. This kind of contract is called intelligent contract 

[1-2].This topic studies how to combine block chain with stolen TV frequency system 

research, and at the same time use clustering algorithm to summarize data in stolen 

TV frequency system. This paper uses Python language to implement block chain 

model. As far as the test effect is concerned, when the stolen TV frequency system is 

based on block chain, there is no need to worry about the content being tampered 

with easily, which greatly improves the security and stability of the system. Block chain 

technology plays a vital role. 
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1. Introduction 

1.1 Research Background 

With the improvement of the intelligence level of China's power network, the demand 

for power consumption of users has increased, and the coverage of smart meters has 

also been greatly improved[3]. However, the use of smart meters has not reduced the 

phenomenon of electricity theft, but the problem of electricity theft has become 

increasingly serious. The security of the anti-stealing system of ordinary web 

applications is not guaranteed, and hackers can easily tamper with the data. To solve 

this problem, this paper studies an anti-stealing system based on blockchain 

technology. 

 

1.2 Technical background 

Bitcoin is actually an electronic currency or digital currency, which is a currency based 

on cryptography. This currency is a bit different from the currency in which people 

used to use bank cards. Its emergence is a legend. In the financial crisis of 2008, on 

November 1, 2008, a network geek proposed such an idea, which is simply a 

decentralized electronic accounting system. The most important thing people do when 

they trade is to keep accounts. The current bookkeeping is bank notes, so whether 

you use a credit card or use this Alipay or WeChat to bank accounts, everyone trusts 

the bank because the bank Behind it is the credit of the country. However, in fact, 

there is no need for a centralized accounting system. Consider decentralization. A 

person's books are for others to see. They are all public. This is called decentralized 

electronic accounting system [4]. . 

In the simplest terms, a blockchain is a set of time-stamped data immutable records 

that are managed by a cluster of computers that do not belong to any single entity. 

Each of these data blocks (ie, blocks) is protected and bound to each other using a 

cryptographic principle (ie, a chain). The blockchain network has no central authority 

and it is the definition of a democratization system. Since it is a shared and immutable 

ledger, the information is visible to anyone and everyone. Therefore, everything built 

on the blockchain is transparent, and everyone involved is responsible for their actions. 

Blockchain does not incur transaction costs. Blockchain is a simple and clever way to 

pass information from A to B in a fully automated and secure way. The party that 

initiated the transaction started the process by creating blocks. This block is verified 

by thousands of, and perhaps millions of, computers distributed across the network. 

The verified blocks are added to the chain, which is stored in the network, creating 
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not only unique records, but also unique records with a unique history. Forging a single 

record means forging the entire chain in millions of instances. This is actually 

impossible. Bitcoin uses this model for currency trading, but can be deployed in many 

other ways [5-8]. 

People buy tickets on the app or on the web. The credit card company processes the 

transaction. Using blockchains, rail operators can not only save on credit card 

processing costs, but also transfer the entire ticketing process to the blockchain. Both 

parties to the transaction are railway companies and passengers. The ticket is a block 

that will be added to the ticket blockchain. Just as currency trading on the blockchain 

is a unique, independently verifiable and non-cashable record (such as bitcoin). The 

final ticket blockchain is also a record of all transactions, such as a train route or even 

the entire train network, including each ticket sale, each trip. 

But the key is: it is free. The blockchain not only transfers and stores funds, but it also 

replaces all processes and business models that rely on a small fee for transactions. 

Or any other transaction between the parties. Blockchain can resell recorded music 

for artists by cutting music companies and distributors like Apple or Spotify. The 

purchased music can even be encoded in the blockchain, making it a cloud archive for 

buying any song. Subscription and streaming services will become irrelevant as the 

amount charged may be small. It goes further. E-books can be equipped with 

blockchain codes. Rather than Amazon cuts, credit card companies make money on 

sales, books are spread in code, and successful blockchain transactions are transferred 

to authors and unlocked books. Transfer all the money to the author, not just the 

meager royalties. You can do this on a book review site like Goodreads or on your 

own website. The Amazon market is unnecessary. Successful iterations can even 

include comments about the book and other third-party information [9-12]. 

 

1.3 Research content 

With the gradual maturity of blockchain technology development, more and more 

fields can be combined with blockchain. This article combines the blockchain and the 

tamper-proof video system. The investigation of steering video system involves data 

analysis. In recent years, artificial intelligence has developed rapidly. Various machine 

learning algorithms have been applied to various fields. Among them, the clustering 

algorithm needs to be combined to cluster data and users of different data. The main 

research contents of a group of users who are grouped into different categories and 

judged as suspicious users are as follows: 

1. Study the mechanism for preventing data from being tampered with in blockchain 

technology;2. Analyze the data storage method of the existing anti-stealing system;3. 

Improve the data storage scheme of anti-stealing and checking system based on 
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blockchain technology;4. Use the Python language to transform the entire system. 

 

2. Blockchain working principle 

It is to make a package every ten minutes. At the beginning, this package will reward 

the packager with 50 bitcoins. After four years, each package will reward the packager 

with 25 bitcoins. If it is four years, it will reward 12.5. That is, after every four years, 

it will be halved. First, every 10 minutes will be a package. This package has 50 bitcoin 

rewards, one hour and six 10 minutes, so you can pack six times, then 24 times a day. 

Hours, 365 days a year, the first four years are like this, and then four years, but the 

second four years is not the case, the second four years will be halved, so take the 

first four years The second four years will take a 1/2, the third four will be multiplied 

by 1/2 square, the fourth four (1/2)^3 will continue to increase, the final result is 

about 21 million That is to say, there are only 21 million bitcoins in total, which is 

spread out by packing rewards [13-15]. 

That's because there are fees and package rewards, so everyone is rushing to pack, 

who can rush to pack, then whoever is the only one, can only be packaged by one 

person, whoever is the right, who is this right? Satoshi Nakamoto thinks of a way to 

call the proof of work, which means that every participating user has to do a difficult 

math problem. If this difficult question is made, then the participating users can Have 

the right to package, if you want to package, this user will get the fee and package 

rewards, this difficult math problem is difficult, it is difficult for no one can directly 

make it through the brain, everyone must Try one by one until someone tries it out, 

then this person gets this reward, so this process is called mining. If someone makes 

this math problem, this person gets this Packaged rewards, and this packaged reward 

is dozens of bitcoins, which is called mining success, which is the meaning of mining 

[16-18]. 

 

3. Demand analysis 

3.1 Software design 

The biggest difference between blockchain applications and traditional software 

applications is that the data layer is different. The data layer of the blockchain 

application no longer depends on the database, but relies on the blockchain ledger. 

Compared to the database, the blockchain The book is more secure and perfectly 

solves the problem of data tampering. The blockchain book distribution is distributed 

on the computer of each anti-stealing law enforcement officer. 
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Figure 1. Internal structure of the blockchain ledg 

 

 

Figure 2. Merkel tree 

As shown in Figure 1,the blockchain account is connected by a large number of blocks. 

The blockchain is a lot of transaction information. Starting from the first block, the 

chain is always chained. The block carries the relevant information. 

As can be seen from Figure 2, the information inside the block has this bill, and there 

is already information about the packaged bill. For example, like a timestamp, it is also 

important to have a random number. 

 

3.2 Functional Analysis 

3.2.1 Log in 

The user enters the account password on the browser side and submits it to the 

background through Ajax. After verifying the user's account and password in the 

background, the user can successfully log in, and then jump to the logged-in state. 

3.2.2 Anti-stealing simulation experiment function 

Simulate experiments on tampering behavior and record fluctuations. Since the 

tampering behavior is relatively hidden and not easy to be discovered, it is difficult to 

find such behavior. The system provides a thief simulation experiment function, that 

is, the user can independently implement the tampering behavior exercise and 

simulate the actual tampering behavior. To achieve the purpose of improving the anti-

stealing awareness of relevant personnel and discovering theft of electricity in the 

shortest possible time. And the results are displayed through the image of the chart, 

and the interaction with the user is excellent, increasing the user's experience. 

3.2.3 Anti-stealing real-time monitoring experiment function 

Real-time monitoring of the user's use of electricity to achieve tracking and monitoring 

results. Because electricity is a kind of invisible resource, its use is easy to be 
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discovered, and the electricity stealing behavior generally does not attract attention. 

This is a defect in the traditional power system in terms of automation management. 

Low, so theft of electricity is not uncommon. Therefore, the system provides real-time 

monitoring functions, and provides new ideas and insights for solving anti-stealing 

problems through advanced technology and management. 

3.2.4 Anti-stealing mode experiment function 

With the development of the times, electricity has become more and more 

indispensable for people's lives. The cost of electricity consumption is getting bigger 

and bigger, and at the same time, there are more and more electricity thefts driven by 

huge interests. Seriously, it caused huge economic property losses. Therefore, for a 

variety of tampering behaviors, there is a corresponding series of anti-stealing 

methods. The system provides a comparison of different ways of anti-stealing methods. 

The best anti-stealing method can be seen from the figure, and the most cost-effective 

anti-stealing method is selected to deal with the stealing behavior. 

3.2.5 Automatically filter suspicious user experiment features 

Various machine learning algorithms have developed rapidly in recent years and have 

made tremendous breakthroughs in many fields. Considering the actual situation, 

when screening suspicious users, there is no clear label indicating whether the user is 

a normal user. Therefore, the system chooses to combine clustering algorithms to 

cluster users, separating ordinary users and suspicious users, and suspicious users. 

The data is displayed to achieve the function of automatic screening. The suspicious 

users are displayed in the form, waiting for the later to correct the user's tampering 

behavior, and strictly disciplining the proven tampering behavior. 

 

3.3 Safety analysis 

3.3.1 Authentication 

First of all, we must ensure that every record is issued by the Bitcoin holder, not by 

others. The traditional way is to brush the face, that is, face recognition, when going 

to the bank to do business, because you want to brush your face. The bank requires 

that you go. It can also be signed, the relevant personnel sign a document, indicating 

that the party approves the document, and can also pass the fingerprint, because each 

person's fingerprint is different, after pressing the fingerprint, it indicates that this is 

approved, but these methods are It can't be realized on the electronic payment system, 

because both the face signature and the fingerprint can be copied by using the 

computer system, the signature of any person can be copied, and then added to the 

forged record, so in the electronic payment system This traditional identity 

authentication method must be changed by electronic signature. Now specifically for 

Bitcoin, let's talk about the electronic signature. First, when a Bitcoin user registers, 
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the system will generate a random number, and then through this random number it 

will generate a string called a private key [19]. 

This private key can generate a string called a public key. The private key and the 

public key correspond to each other, and at the same time, an address can be 

generated. The importance of these things is different. First, the private key must be 

saved. The key is private and confidential. If the private key is lost, then all the bitcoins 

of the user are gone. The private key must be saved and not known to others, so 

some people choose to put the private key in a computer that is not connected to the 

Internet, and some people Write it back to the mind, but no matter how the private 

key can not be lost, and the public key and address are public, when a user wants to 

transfer the account B, A should send the public key and address to B together. When 

B wants to transfer money to A, A only needs to tell the address of B. 

Both the public key and the address are public, and the public key does not count the 

private key. Like the SHA256 algorithm, it can only be calculated, and the opposite 

private key can be counted. But the public key to the private key is not counted, which 

is also an encryption method. 

3.3.2 Double payment 

If A wants to give B ten bitcoins, A does not have ten bitcoins at all, or A has only ten 

bitcoins, but A sends two messages at the same time and one gives B ten bitcoins, 

one for C ten bitcoins, then this time involved the problem of double payment 

How to check the balance, that is, if a person originally has only ten bitcoins, and this 

person has to pay twenty others, then this behavior will be rejected. The blockchain 

is to pack a lot of transaction information, one by one. Then put it in a chain, and 

everyone will download all the information when using this blockchain bitcoin, from 

the first Genesis block to all the information behind. I know, so if one day A said that 

A wants to pay B ten bitcoins and broadcast this thing, then others will check it after 

touching this information, for example, they will check where A’s bitcoin is from. Come, 

for example, in this block, A has obtained fifty bitcoins by mining, and then A has paid 

twenty bitcoins in this block, so that people get fifty and pay twenty. A has 30 left now, 

so A pays B for this transaction, so this message will be accepted by the network, but 

if A says that A wants to pay B for sixty bitcoins, then others It is found that there are 

only thirty left A, and A pays B sixty bitcoins, so others will reject the message, so it 

will not be confirmed, even if A sends out, it is useless because others cannot be 

confirmed until you This message was accepted by others, and it will be confirmed by 

packing it into a new block. This new block contains this message, that is, A pays B 

ten bitcoins, so even if the information is confirmed, so The problem of the balance 

can be solved by tracing. 
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3.3.3 Prevent tampering 

There is a person A who wants to tamper with the record. He can't fake someone 

else's signature, because the signature is an unforgeable electronic signature, but A 

can delete a certain record. For example, A originally paid ten bitcoins to others. Now 

A I want to delete this record, forge it and tamper with this record, and blockchain 

technology can prevent this tampering behavior [20]. 

If the criminals control more than 50% of the world's computers, and then in order to 

get rid of a blockchain record, if a person has a lot of money, then this person will not 

go to be a thief, the same reason if there is a person If you can control more than 50% 

of the world's computers, then he will not go through this method in order to erase 

one of his records, why not mine hard in this real chain, so that he has more money, 

so From this point of view, Bitcoin is a way to prevent tampering. If you want to 

tamper with you, you need to link with a long chain, and then you can beat all the 

other people in the world. Therefore, the possibility of this is actually very, very low, 

and with the increase of the subsequent chain, the difficulty of the change is getting 

bigger and bigger, so generally the large amount of transactions must wait for a few 

more blocks, for example, etc. After the block, I think that it is basically impossible to 

tamper with it. I confirm this news. Bitcoin is very novel and beautiful as a technical 

means. There is no central issuing institution for the special currency. You don't have 

to worry about the sovereign crisis. The fixed amount of bitcoin will not be risky. The 

bitcoin is inherently anti-counterfeiting and can be traced back. The transaction fee is 

very low when trading in special currency. With so many advantages, some even 

nominated Nakamoto to win the Nobel Prize in Economics. 

 

4. Conclusion 

With the gradual maturity of blockchain technology development, more and more 

fields can be combined with blockchain. This article combines the blockchain and the 

tamper-proof video system. The investigation of steering video system involves data 

analysis. In recent years, artificial intelligence has developed rapidly. Various machine 

learning algorithms have been applied to various fields. Among them, the clustering 

algorithm needs to be combined to cluster data and users of different data. A group 

of users who are grouped into different categories and judged to be suspicious users. 

With the improvement of the intelligence level of China's power network, the demand 

for power consumption of users has increased, and the coverage of smart meters has 

also been greatly improved. However, the use of smart meters has not reduced the 

phenomenon of electricity theft, but the problem of electricity theft has become 

increasingly serious. In the process of law enforcement investigations, the law 

enforcement personnel are difficult to obtain evidence, and the law enforcement 
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recorders are easily destroyed and tampered with. To solve this problem, this paper 

studies a block-and-snake video capture system based on blockchain technology to 

prevent law enforcement video from being destroyed. There are only 21 million 

bitcoins, which are halved every four years, so it will become more and more difficult 

to get, and the price will be higher and higher. But at the same time, Bitcoin is an 

anonymous currency. It only needs one public key and one address when trading. You 

don't know who the public key and address are, so it gives many criminals a chance 

to take advantage of it. Machines, such as the use of bits for extortion for drug 

trafficking for money laundering, etc., have also been hit by some government 

departments, and some people use Bitcoin as a speculative means. Bitcoin 

skyrocketing caused many people overnight. There are also many people who have 

made a fortune in the rich, and everyone should regard Bitcoin as a technical means. 

If you want to buy bitcoin, you should also invest from a speculative perspective. 
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