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Abstract: Concurrent programs often exhibit wrong behaviors due to unintended 

interferences among the various synchronous components, making notoriously 

difficult to testing and debugging.  Program spectra have recently been proposed as 

a heuristic for discovering failures and properties from the behaviors of program 

executions. This paper puts forward a novel fault localization approach to address the 

concurrency failures based on synchronization sequence spectra, which describes the 

aspect of interaction behaviors at synchronized operation level. With the spectra, not 

only can we reduce the search domain for program debugging, but also identify the 

executing sequences of synchronization events that really induce the concurrency 

diagnosis. 
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1. Introduction 

In concurrent programs, multiple threads execute simultaneously, so can offer 

satisfactory efficiency. However, according to the added complexity synchronization 

and unintended interferences among the concurrent threads, the programs often 

exhibit wrong behaviors[]. The particular concurrency failures may only manifest 

under very specific execution sequences of synchronization operations, and perhaps 

propagate within multi-threads communications, making notoriously difficult in 

debugging. To address the expense of fault localization, researches have proposed 

automated fault localization techniques. Among of them, spectrum-based approach is 

quite effective.  

Various forms of spectra have been made to tackle the comparison the difference of 

program execution behaviors, such as path spectra, statement spectra, invariant 
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spectra, and so on. However, they are primarily on sequence programs, and never 

been as straightforward as for concurrent programs.  

In this paper, we promote a different approach, focusing on the synchronization 

operations sequence rather than on statement coverage. With these spectra, we  can 

easily identify the partially ordered sequences of synchronization events that really 

due to the deviations. Specially, along with the given test suites, the executions of the 

multi-threads programs are viewed as the sequence of synchronization events. We 

instrument the original code to capture the synchronization operations first. Then, we 

mark synchronized event with Lamport timestamp on-the-fly and format the partial 

ordered sequences of these events into synchronization sequences spectra.  

 

2. Three synchronization constructs  

The concurrent programs built by interactions of multi-threads generally have two 

characteristics: concurrency and non-determinism, which make notoriously difficult for 

debugging. According to describe these special behaviors and to provide efficient 

guidance to figure out concurrency failures, we first outline a formal execution model 

based on Lamport theory for representing the execution of concurrent programs. We 

always view concurrent program execution as a collect of independent/individual 

synchronization operations at a low-level abstraction, not only contains which the 

synchronization operations were executed, but also estimate their orders. It is worth 

mentioning that our model focuses primarily on isolate the concurrency failures. So, 

the major issue is guaranteeing the sequences of synchronization operations, which 

are sufficient for dedicated the interaction activities in concurrency programs. Based 

on this model, we can easily abstract the suitable spectrum, and with it identify the 

differences between spectra at a special execution point which lead to the failure. 

In this paper, we treat the concurrent programs which only use explicit 

synchronous/asynchronous message passing primitives and shared variables. Each 

thread is independent executed and can communication with other threads by the 

reference of shared variables and exchanging messages. We only discuss three 

commonly synchronization constructs.            

(1) Asynchronized message-passing based on message queues 

Asynchronous message passing refers to nonblocking send operations and blocking 

receive operations. We model asynchronous message passing as occurring over 

message queues, which each send or receive operation specifies a set of queues over 

which it sends or is willing to receive a message.  In practical, the sending thread 

executes a non-blocking send operation proceed attached the message’s specific 

destination queue without waiting for the completion of the message delivery. While, 

the receive thread blocks until the message has been received from the corresponding 
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queue. Threads put the formatted message with the message’s type into the queue, 

then immediately execute other statements. According to the message’s type, threads 

that receive messages selectively get particular messages from the message queues 

by obeying the FIFO rule. 

(2) Synchronized message-passing 

 If the messages send and receive operations are both blocking, this mechanism 

names synchronous message passing. The send thread blocks until receive an 

acknowledgment that the message if sent was received by the receive thread. The 

rendezvous mechanism is general term to implement the synchronous message 

passing, using the additional selective statements to allow the receive thread select 

different kinds of messages. 

(3) Asynchronized message-passing 

Access shared objects perhaps is the most popular communication mechanism 

between the concurrent threads. Programmers often use semaphore or monitor 

synchronization construct to protect accessing these shared data. With the shared 

objects, multiple threads simultaneously read and write. 

 

3. Synchronization Sequences Spectra 

A program spectrum is a collection of data that provide a specific view on the dynamic 

behavior of software. Typically, this data is collected at run-time, and consist of a 

number of counters of specific events. We assume the concurrent program consists of 

cooperative threads, which communicate with each other by exchanging messages 

including synchronization and asynchronization.  

A message-passing concurrent program CP CP=<T1, T2, T3,…, Tn >, where Ti is a 

thread(message-passing concurrent program consisting of n threads). 

A synchronization sequences spectra Ŝ is the set of sequences of the synchronization 

operations. A synchronization sequences spectrum S є Ŝ with S=< e1, e2, e3,…, en >  

is a sequences of n synchronization operations e1, e2, e3,…, en, which causally affected 

each other as the CP executes. ei,j  represents the jth event in the thread Ti, include 

the send and receive operation. 

The description of synchronization sequence spectrum is abstract, so according to the 

implementation of the typically synchronization constructs, it can be specified. 

The happened-before relation indicates that certain events must happen strictly before 

another event occurs. The happened-before relation states, informally, that based on 

observed events, certain reordering of events are possible. Such equivalent 

interleaving is abstracted in terms of a happened-before relation that defines a partial 

order over all the instructions executed during an execution. The execution of a 

concurrent program can be seen as a sequence of events where an event denotes the 
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execution of a statement by thread. 

 

4. Conclusion  

In this paper, synchronization sequence spectra for message passing programs is 

proposed. We first build a concurrent program execution model, then, define the non-

deterministic execution path with the synchronous sequence, and turn it into a concise 

message race sequence. In the future, we will study how to optimize the 

synchronization sequence spectra. 
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