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Abstract: Campus violence is a serious problem that students are facing at present. 

There have been campus violence in many areas and schools. In the past, campus 

violence can only be dealt with by artificial alarm means. Now, with the intelligent 

change, people, time and space are no longer limited. In the face of tracking and 

catching criminals, using the identification detection and tracking system for criminals, 

only in front of a small screen, can accurately find the location of the perpetrator, 

implement effective capture, and also predict the later behavior trend of the 

perpetrator. Based on the deep network model of three-dimensional convolution, the 

system can detect violence in real time, recognize and capture images of violence in 

real time. Then, according to the data of face and body features collected from the far 

end, the basic cleaning conversion is carried out. Based on the data, the object is 

detected and recognized by DSSD (deconvolution single point detector), and the image 

matched with the imaging instruments such as the surveillance camera is integrated 

into the traceable route information. Finally, the system provides the moving route of 

the target, and at different times the relevant query trace image is given periodically. 

After the implementation of the project, it can provide the mobile route of tracking the 

target object and predicting the target mobile route, establish a system of violence 

detection, identification detection, tracking and prediction in response to the 

perpetrator, so as to reduce the campus violence, which can be followed by the 

perpetrator, and achieve the effect of maintaining social and campus security. 

 

Keywords: Identification and tracking system; Violence detection; Internet of things; 

Big data. 

 

1. Introduction 

Based on big data, cloud computing and Internet of things technologies, the project 
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aims to build an intelligent, accurate, safe and efficient detection, identification and 

tracking system for campus violence, which can establish a system to deal with 

violence detection after implementation, and provide mobile routes to track target 

objects and predict target mobile routes, so as to solve violence in time , reduce the 

tracking difficulty of the perpetrator, and achieve the effect of maintaining social order. 

The use of violence detection and tracking and other related technical means to 

prevent the perpetrator has a deterrent effect, so that it is not easy to commit crimes. 

At the same time, the violence detection system can find the time and place of the 

perpetrator in time, which makes the perpetrator dare not to do it easily, and has a 

good effect on campus violence prevention. 

 

2. System infrastructure 

 Based on the needs analysis of criminal identification, tracking and violence detection, 

the system infrastructure is established. The project system involves many contents, 

such as identification, violence detection, target object tracking, database collection 

and third-party system interaction. Each piece of content can form an independent 

application, which needs large-scale data support. In order to achieve the objectives of 

this project, a set of infrastructure is needed to effectively combine the functions of 

each system and organize the data of each system. 

 
2.1 Construction of criminal identification and detection system 

This project is a camera network recognition system based on DSSD (deconvolution 

single point detector), which needs to recognize the small target of the surveillance 

camera. Therefore, for the detection of the criminal target in the actual surveillance 

scene, especially for the multi scene criminal identification, the small target detection is 

the existing difficulty and the problem to be solved. 

 
Figure 1 Schematic diagram of DSSD 

As shown in Figure 1 above, deconvolution is performed on a large number of red 

layers (deconvolution is the inverse operation of convolution, which can increase the 

resolution of the feature image and expand the receptive field), so that it is the same 

as the scale of the upper level blue layer, and then the two are combined to get a new 
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red layer for prediction. So repeatedly, multi-scale detection framework is still formed. 

In the image, the higher the resolution of the red layer is, and the richer the context 

information is, so the detection accuracy can be improved. With the support of data 

and other Internet technologies, data and models are used to analyze and mine, 

extract useful information, and form knowledge expression, so as to help education 

managers better understand the education process, find potential problems and 

predict possible problems.       

DSSD is summarized as the combination of advanced classifier (RESNET) and fast 

detection framework (SSD), and then add the deconvolution module to SSD + Residual 

-101. The structure of DSSD is shown in Figure 2  

 
Figure 2 Deconvolution module of DSSD 

 
2.2 Criminal tracking and detection system 

The first is target detection, which refers to the method of detecting foreground targets 

from the background with the help of background information or target information in 

video. By modeling and analyzing the background information of the video, we can get 

the background model of the scene, and then compare the pixel value of the video 

frame to be detected with the background model to detect the part that does not 

belong to the background model, that is, the target foreground. 

The second is target tracking, which is used to determine the change of the target 

object in the video position and to locate the target position in real time. The target is 

determined and tracked by tracking based on feature, region and contour. The 

feature-based tracking mainly relies on corner feature, SIFT feature and normalized 

moment of inertia (NMI) feature; the area-based tracking method is to find the area of 

color distribution or texture information matching in the whole image by template 



Volume 7 Issue 2 2020 

   38 

matching; the contour based tracking method is to subtract or track the background 

The active contour model obtains the contour information of the target object, and 

then tracks the target by updating the contour. 

Then there is behavior analysis, which is composed of movement behavior analysis and 

group behavior analysis. Generally, the analysis of motion behavior only includes a 

small number of target subjects, and the analysis of motion mode is relatively simple, 

such as running, waving, cuddling, etc. the commonly used methods include three 

types based on the local characteristics of spatiotemporal body model and 

spatiotemporal trajectory characteristics. The research object of group behavior 

analysis is a group, and its motion mode is very complex. Therefore, the analysis of 

group behavior is mainly based on the extraction of global features, such as VIF 

method and LTP method 

Finally, the model is built, because the surveillance camera video is a process of 

continuous change, so the hidden Markov model is used to build detection early 

warning model for line prediction. Hidden Markov model is a probabilistic model of time 

series. It describes the process of generating an unobservable state random sequence 

from a hidden Markov chain, and then generating an observation random sequence 

from each state. 

 
2.3 Detection system of criminal violence 

In essence, violence detection is a kind of abnormal behavior detection, which belongs 

to a sub field of behavior analysis. Some common methods in behavior analysis can be 

used to detect violence, but because violence involves multiple subjects and the 

movement mode is very complex, it can not achieve a high detection rate. According to 

the difference of data signals used in detection, violence detection algorithm can be 

based on audio data detection and audio-video data detection. 

Detection method based on audio data 

In daily life, when violence occurs, it is often accompanied by sound signals such as 

scream, call for help, impact, etc. these signals are usually significantly different from 

the normal sound signals. Therefore, by comparing the differences of data signals, we 

can judge whether the video is a violent scene from the sound point of view. 

Detection method based on audio and video data 

The detection method based on audio and video data usually uses audio and video data 

comprehensively, so it can achieve better detection results. An improved probabilistic 

latent semantic analysis model (PLSA) has been proposed to detect violent scenes from 

the audio point of view, and to detect violent scenes from the video point of view 

through motion, flame, explosion and other information. Finally, the two classifiers are 

combined through joint training to achieve effective detection of violent scenes. 
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This system uses the depth network model based on 3D convolution to detect violence. 

By replacing the two-dimensional convolution kernel with the three-dimensional 

convolution kernel in the traditional CNN network, the deep network model d3dconvnet 

is constructed. 3dcnvnet consists of nine layers. The network input is a video clip x 

composed of 40 consecutive images. After preprocessing, video frames are normalized 

to 60 * 8 pixels and converted to gray-scale images. The network output y is a scalar, 

which is used to represent the detection results of the model on the video input. For the 

trained model, if the test video contains violent scenes, the output y is 1, otherwise the 

output result is 0. The network structure of the improved D3 Dconvnet model based on 

3dcnvnet is shown in Figure 3. It is composed of one input layer, eight 3D convolution 

layers, six pooling layers, four full connection layers and one Logsoftmax classification 

layer, with a total of 20 layers. Because the model adopts more complex structure, the 

video data dimension can be higher. 

 
 Figure 3 Network structure of D3 Dconvnet model 

In addition, the d3dconvnet model uses logsoftmax classifier to classify the output 

features, and the corresponding cost function selects the negative log likelihood 

function: 
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Where, f is the model function, θ is the model parameter, X is the training sample, K is 

the category number, and N is the This number. 

 
2.4 Data cleaning and extraction conversion 

Because each service has its own database, it needs to clean and transform the data of 

each application to form security metadata for the upper application. 

The general system framework of data cleaning is composed of Preparation, Detection, 

Location, Modification and Validation, which is called PDLMV for short. The framework 

is flexible, extensible, interactive and loose coupling. As shown in Figure 3. 
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Figure 3 Cleaning framework model of data 

 
Data extraction is to extract data needed by data warehouse system from data source 

system according to business requirements. In addition to the relational database, the 

processing data source may also be documents, such as TXT, web, XML and other file 

data. For different data sources, different data amounts of source data and different 

performance requirements of business systems, the implementation methods are 

different. General extraction methods include full extraction, incremental extraction, 

full table comparison, log comparison, etc.  

The data extracted from the data source may not fully meet the requirements of the 

target database, such as inconsistent data format, wrong data input, incomplete data, 

etc. data conversion is to complete the data processing of the extracted source data 

according to the requirements of the data warehouse system or the target database, so 

as to ensure the consistency of data and information from different systems and 

formats Integrity and mount the target database as required.  
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Figure 4 Data extraction and conversion diagram 

 
2.5 Data modeling 

This system is based on the huge database established by the monitor. The data needs 

to be formatted after being processed by ETL tools, so as to establish the initial data 

model. The initial data model mainly includes relevant real-time monitoring video, 

vehicle recorder video and the video that can provide valuable information captured by 

passers-by. Specifically, it includes: surveillance video of a street, face information of 

the target person, body information, geographic location information, urban zoning 

map information and pipeline information. From a large number of noisy and 

incomplete data, we can analyze and extract useful and interesting knowledge and 

information for users. The data used for data mining must be real, effective and 

massive. The goal of mining is to acquire useful knowledge, which can be understood 

and applied. Chinese style. 

 
3. Conclusion 

In the development process of this project, basic cleaning and conversion are carried 

out for the face and body feature data collected from the remote end. Based on the 

data, DSSD (deconvolution single point detector) is used to integrate the data with the 

monitoring camera and the dash cam. The image matched with the instrument is 

integrated into the traceable route information. Finally, the system provides the 

moving route of the target to be traced, and does not In the same time period, the 

relevant query trace image is given. At the same time, a real-time detection and 

monitoring system, which can provide the moving route of the tracking target and the 

prediction of the moving route of the target, as well as the identification and tracking 
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of the violent behaviors of the criminals, can quickly find the abnormal behaviors in the 

monitoring video, give the alarm in time, and minimize the phenomenon of false alarm 

and missing alarm, under a variety of adverse factors (such as single sample, low score 

Resolution) accurately identify and analyze suspicious targets, ensure the real-time 

and accuracy of the video analysis system, and help the police catch criminals in real 

time, so as to maintain social security. At present, the deep learning algorithm SSD is 

one of the algorithms with high recognition rate and fast speed. However, one of the 

major shortcomings of SSD algorithm is that it is not robust to small targets. The 

advantage of DSSD is to ensure the advantages of SSD itself, but also to improve the 

shallow representation ability. It can improve the detection ability of similar detectors 

for small targets, so it has the advantage of recognition in the face of small targets. In 

the actual monitoring system, the vast majority of monitoring systems are silent, so the 

violence detection based on image and video data becomes more valuable; in daily life, 

such as explosion, blood and car chase and other behaviors are usually very rare, and 

violent fighting and group fighting are the most frequent, resulting in the widest range 

of harm. So this system uses the depth network model based on 3D convolution to 

detect the violence. By replacing the two-dimensional convolution kernel with the 

three-dimensional convolution kernel in the traditional CNN network, constructing the 

deep network model D3DConvNet has become a detection advantage. 
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