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Abstract: In recent years, network security has been paid more attention, and the 

situation of network security is also very serious, especially the security of the Internet 

of Things (IoT). IoT is the third wave of global information industry after personal 

computer, internet and mobile communication. Nowadays, the IoT has the functions of 

data collection, information transmission, data analysis and interaction. The risk of 

information security is also greater. Therefore, it is necessary to study the key 

technology to improve the security of IoT. 
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1. Security status of IoT  

People pay more and more attention to the IoT. From the huge industrial monitoring 

system to the common sensors (such as temperature, sensor and humidity sensor), 

from the simple data collection to the big data analysis of the IoT, people can view the 

temperature to remotely control the feeding of pets. All kinds of signs indicate that the 

world is entering the IoT era. 

With the advent of the era of big data, data needs to be stored, calculated and other 

operations, and the number of servers required is becoming larger and larger, cloud 

computing came into being.cloud computing resources are divided into hardware 

resources and software resources. Hardware resources include server, memory and 

CPU, and software resources include application software and integrated development 

environment(IDE). Users only need to send requests through the network to obtain 

resources from the cloud to meet their needs. All computing tasks are completed in the 

remote cloud data center. Because of the powerful virtualization ability of cloud 

computing, the resource pool of cloud data center can not only expand dynamically, 

but also recover the resources in time after users use them. Nowadays, there are many 
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IoT  platforms, but if the data of the platform leaks or is cracked, the consequences will 

be very serious, so we need an intelligent IoT security system with high security, which 

can not only meet the requirements of real-time monitoring, but also can self-check. 

The system has high reliability, strong performance, low cost and strong security. 

The security problems of the existing IoT system can only be shown in the following 

aspects: the vulnerability patch is not timely processed, the weak password is serious, 

the firmware of the device is not updated regularly, the condition of the device is not 

monitored regularly, the transmission encryption or integrity verification is lacking. 

  
2. IoT security platform 

In order to improve the network security of the IoT system, the key technology of IoT 

security and the construction of IoT security platform are studied. The platform is an 

active defense platform, which consists of three parts: the sensing layer, the server and 

the client. The sensing layer includes device sniffing, the server includes data analysis 

module, vulnerability verification framework and data storage module, and the client 

includes web client. 

 

3. Key technology research 

IoT security platform is an active defense platform, which is composed of three parts: 

sensing layer, server and client. The key technologies of each part are as follows. 

(1) Sensing layer: the sensing layer is the core part of the whole platform. By using 

network sniffing technology and collecting a large number of fingerprint of IoT devices, 

IoT devices in the network can be accurately identified. In order to improve sniffing 

speed, the distributed architecture is adopted for horizontal expansion and high 

concurrent network sniffing algorithm is adopted to maximize sniffing speed. 

(2) Server: the server is mainly used to judge the network security status of the IoT 

equipment, which is the key part of the whole system. The sniffer results returned by 

the sensing layer (including device port, open service, device manufacturer, device 

type, device model, etc.) will directly enter the data analysis module of the system for 

quick feature matching. If the sniffer results are successfully matched with the 

vulnerability feature library, the vulnerability verification framework will be directly 

used for vulnerability verification to reduce low false alarm rate; if the sniffer results fail 

to match in the vulnerability characteristics database, then through the device type, 

model and other information, try to find the relevant vulnerability verification tools for 

batch verification. Every sniffer and the result after verifying the vulnerability are 

directly added to the database, and the result is displayed as soon as possible. In order 

to ensure the security and integrity of the data, the database adopts the master-slave 

replication strategy. 
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(3) Client: this part is implemented by Angular, Node.js, Echarts, jQuery and other 

technologies. The framework architecture of the client greatly reduces the difficulty of 

development and improves the user experience. The client is mainly used to display 

charts, create sniffer operations, display detailed sniffer results, user data statistics, 

vulnerability information, sniffer progress, etc., and strive to be convenient and 

beautiful in the whole design and layout to meet the user’s needs to the maximum 

extent. 

 

4. Functions implemented 

(1) Authentication: check the security of the account and verify the authority of the 

user using the web client, so as to prevent the illegal user from entering the system or 

operating beyond the authority. 

(2) Feature library update: feature library update includes two aspects, one is remote 

update, the other is local upload. When the user clicks remote update, the server will 

request the feature library server to download the latest version of the feature library to 

the server. This process is encrypted by HTTPS and the feature library is encrypted by 

its own height and strength to prevent it from being attacked by the middleman and 

being stolen maliciously. The user can also write the feature library by himself to upload 

according to the specified rules. 

(3) Local information storage: local storage and reading of system configuration 

information (including scan rate, scan port, weak password dictionary, key, etc.). 

(4) Transmission encryption: the system uses asymmetric encryption encryption 

algorithm for encryption transmission to prevent man in the middle attack and steal 

sensitive information. 

(5) Storage of real-time data storage pool: buffer real-time data into the data storage 

pool for real-time data storage and update. 

(6) Data backup: the super administrator can backup and download the current 

database in real time. 

(7)  Sniffing task list: view the list of sniffing tasks created by the current user (super 

administrator can view all sniffing tasks). Sniffing tasks are divided into four states (to 

be started, in progress, completed, paused). 

(8)  Timing operation of sniffer task: in order to achieve automatic operation, when 

creating sniffer task, you can select timing to start sniffing and carry out daily detection 

on the device to ensure safe operation. 

(9) Message push: once the device is found to have a threat, send an email directly to 

the administrator&apos;s mailbox, and notify the administrator to handle it 

immediately. 

(10) Log: record all logs to prevent the system from security problems, resulting in 
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information leakage, which is used for traceability. 

(11)  Sniffer report export: after the sniffer task is completed, the information obtained 

from the sniffer task can be exported in PDF format. 

 
5. Improvement direction 

In terms of sniffing equipment, it is necessary to further collect the fingerprints of 

existing IoT of things equipment, build a stronger and richer fingerprint database; it is 

also necessary to improve the speed of sniffing, the stability of sniffing equipment and 

the accuracy of sniffing. In the aspect of data analysis, it is necessary to further 

optimize the algorithm of extracting sniffing results and matching speed of feature 

base, and adopt more big data calculation framework to improve the analysis speed. 
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