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Abstract: In order to effectively identify network traffic P2P (Peer to Peer) video 

stream services, this paper proposes a P2P video stream recognition technology based 

on machine learning. The video stream feature analysis system includes: packets 

capture, processing, flow splitting, and features calculating. We propose to analyze 

the number, length, flow splitting and TTL (Time to Live) features of P2P video streams 

based on statistical methods. Experimental simulation can verify the effectiveness and 

accuracy of the proposed method. 
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1. Introduction 

The development of multimedia technology and P2P (Peer to Peer) network 

technology is rapid. P2P-based video streaming applications have become an 

important part of Internet user traffic data [1].The distributed P2P technology has the 

features and advantages that the traditional client/server architecture technology does 

not have. We use P2P technology to implement multimedia streaming services. P2P 

enables users to obtain streaming media resources from a distributed environment 

and effectively reduces end users’ requirements for server performance. It can also 

save network bandwidth resources and improve streaming media service quality. 

 

2. Port-based P2P streaming media identification technology 

We mainly use this type of technology to identify the port field of the datagram in P2P 

traffic. It can be used to match a specific port number, and finally it can find potential 

specific P2P streaming media[2]. The port identification technology is simple and highly 
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targeted. However, many existing P2P technologies are based on dynamic port 

numbers to realize anti-monitoring. Therefore, the P2P streaming media technology 

that we use with fixed ports cannot effectively identify the video traffic in the network 

traffic. 

 

3. P2P streaming media identification technology based on traffic features 

This type of technology analyzes the traffic features of the transport layer of the P2P 

streaming network datagram. This technology finally realizes streaming media 

recognition based on feature matching. Common traffic features include node role 

analysis, traffic statistical features, and network diameter calculation methods[3-4]. The 

disadvantage of this method is that the recognition efficiency is not high enough; and 

the recognition process needs to store the information of all streams. This method 

puts forward higher requirements on the memory and processing performance of the 

recognition system. 

 

4. P2P streaming media identification technology based on deep datagram 

detection 

This technology analyzes the payload of the datagram. Then it is used to extract the 

end user's application layer data. In order to judge whether the datagram is a P2P 

streaming media, and they use protocol-based and restoration technology to detect 

the specific protocol string contained in the data[5-6].This type of method has good 

scalability and a high recognition rate for P2P applications of known protocols. 

However, because this method requires an in-depth analysis of each datagram, the 

calculation demand is relatively large; and if the datagram is cipher text, it cannot be 

effectively identified. 

Most of the existing P2P video stream identification methods are based on the flow 

identification of traditional P2P applications. At present, research has proposed a 

method based on machine learning to identify P2P traffic, but the implementation 

method is relatively simple, and the practicability and accuracy need to be improved[7]. 

In order to improve the effectiveness and accuracy of the P2P-based video stream 

recognition method, this paper proposes a method based on statistical features and 

machine learning. This method uses classification and clustering methods to count the 

traffic features of P2P video streams, and finally the method can be used effective 

recognition. 

 

5. Analysis of P2P video stream features 

5.1 P2P video stream feature analysis system 

The structure of the P2P video stream feature analysis system is shown in Figure 1. 
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We collect network datagrams as the input of the system, and through the analysis 

and processing of each module, we finally get the statistical features of the P2P video 

stream. In order to realize the statistical characteristic analysis of specific P2P video 

streams, we need to block other P2P video stream services when collecting datagrams. 

Datagram offloading can realize the preprocessing of datagrams. This method stores 

the data in the flow queue in the form of flow. In terms of traffic analysis and statistics, 

we use modular packages, including datagram collection and analysis, datagram shunt 

processing, and feature attribute value calculation and statistics. 
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Fig. 1.P2P video stream feature analysis system composition 

 
5.2 P2P video stream feature analysis module 

The flow characteristic analysis system includes a total of four functional modules: 

datagram acquisition module, datagram processing module, datagram shunt module 

and characteristic attribute calculation module. 

The datagram collection module can grab specific P2P video stream data samples from 

the network. This method uses an open source software package to collect pure 

network datagrams. 

The datagram processing module preprocesses the collected datagrams. This method 

extracts the quintuple information of the datagrams to facilitate subsequent diversion 

work. We will also extract some characteristic information, such as datagram size, 

datagram arrival time, and TTL (Time To Live) value. It can be provided to the 

characteristic attribute calculation module for statistics. 

The datagram shunt module can realize statistical analysis based on the features of 

P2P video streams at the stream level. This method treats datagrams with the same 

five-tuple information, that is, source IP, destination IP, source port, destination port, 

and TCP/UDP protocol as the same stream. This method divides the datagrams with 

the same 5-tuple information into the same matrix list stream and stores them in the 

stream queue. 

The characteristic attribute calculation module can realize the analysis and processing 

of the flow queue. This method performs statistics on each flow, collects and calculates 

all datagram information in the flow, and finally obtains the characteristic attribute 

value of each flow. We make statistics on the characteristic attribute values of all flows 

of the same network application. The statistical variables include datagram quantity 

features, datagram length features, flow duration and TTL distribution features. 
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6. P2P video stream recognition scheme based on machine learning 

The P2P video stream recognition scheme based on machine learning is shown in 

Figure 2.Before the video stream learning, we split each video traffic, extract the 

corresponding attribute features, and use the classification algorithm to determine the 

traffic category to which this instance belongs.Datagram collection is achieved through 

Wireshark open source software, part of which is used as training samples, and the 

remaining part is used for testing. The collected data is classified and processed 

through the flow characteristic analysis system.We use a supervised machine learning 

method to label the categories of streams. Weka open source software can build 

classifiers and classify traffic. 
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Fig. 2.P2P video stream recognition scheme based on machine learning 

 

7. Experimental simulation and result analysis 

We have established an experimental simulation platform to verify the P2P video 

stream recognition technology proposed. This method collects P2P video streaming 

datagrams through a local area network, and extracts traffic features for the three 

P2P video streaming services of PPLive, PPS and QQLive. We use the weka open 

platform to implement machine learning algorithms. The experiment can perform 

interface operation to realize the configuration of algorithm parameters, and use cross-

validation to evaluate the established model. The simulation experiment uses three 

algorithms: BayesNet, K-nearest neighbors (KNN) and RandomTree to identify P2P 

video streams. The above methods use test time and accuracy indicators to evaluate 

the algorithms. 

The test time refers to the time required for the classification algorithm to identify the 

test sample, as shown in Table 1. It can be seen that RandomTree has the shortest 

test time among the selected algorithms, followed by BayesNet. The test time of the 

algorithm is longer, so the running efficiency of the algorithm is lower. Therefore, the 

KNN algorithm is inappropriate in practical applications. 
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Tab. 1. Comparison of test time results 

Classification algorithm Test time (seconds) 

BayesNet 81.62 

KNN 312.74 

RandomTree 26.35 

 

The accuracy rate indicates the recognition accuracy of a specific P2P video streaming 

media, as shown in Table 2.From the results, the accuracy of different classification 

algorithms in different types of P2P video traffic recognition is not much different. This 

shows that when the selection of algorithms and traffic attributes is certain, the 

composition ratio of each traffic type in the data source has an insignificant influence 

on the accuracy of traffic identification. 

Tab. 2. Comparison of recognition accuracy results 

Algorithm PPTV PPS QQlive 

BayesNet 92.34% 92.38% 91.75% 

KNN 93.27% 90.47% 93.51% 

RandomTree 92.17% 93.74% 90.41% 

 

8. Conclusion 

The identification of P2P video streams is the key to achieving network traffic security 

management. This paper proposes a P2P video stream recognition technology based 

on machine learning, and proposes a P2P video stream feature analysis system based 

on stream queues. The system includes: datagram acquisition module, datagram 

processing module, datagram shunt module, and characteristic attribute calculation 

module. This paper uses statistical methods to analyze the features of the number of 

datagrams, the length of datagrams, the duration of the stream, and the distribution 

of TTL of P2P video streams. The simulation experiment is based on the recognition 

technology proposed by the Weka open platform. The simulation results show that 

the P2P video streaming video technology proposed in this paper is effective and has 

a high accuracy rate. 
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