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Abstract: With the improvement of the intelligence of the power system, the power 

system is facing serious network security threats, among which information security 

has become an important factor affecting the stable operation of the power system. 

Existing research shows that data integrity attacks can bypass the bad data detection 

mechanism and seriously interfere with the normal operation of the power grid. Based 

on the in-depth study of the principle of data integrity attacks, this paper first 

successfully constructed a data integrity attack vector that can only know the 

topological structure of the power grid, and conducted experiments on MatPower to 

obtain a large amount of measurement data. Then the defense process of data 

integrity attacks is modeled as a Markov decision process, and finally a Double-Deep-

Q-Network (DDQN) detection scheme is proposed to defend against data integrity 

attacks in the power system. DDQN is a deep reinforcement learning solution, which 

avoids the curse of dimensionality that traditional reinforcement learning solutions 

have. The DDQN strategy uses two Q-networks to learn the best defense strategy. On 

the basis of Nature DQN, it eliminates the problem of overestimation by decoupling 

the target Q action selection and target Q calculation. 
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1. Introduction 

Since the power grid entered the 2.0 era, the power grid has achieved intelligent 

development, integrating computing equipment, communication systems and physical 

power grids into a multi-dimensional, heterogeneous and complex system [1], [2]. 

Compared with traditional physical grids, smart grids have higher intelligence and 

stability. However, because it is based on an integrated, high-speed, two-way 

communication network, and the existence of network fragility, especially the 

interaction process between power flow and information flow is very complicated, 

information security has become an impact on power system security. An important 
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factor for stable operation. Therefore, the power system is facing a serious threat of 

cyber attacks. In recent years, power grid security accidents have occurred frequently 

in countries around the world, and their severity has been related to national energy 

security. Therefore, the attention of security issues in the power grid continues to 

increase[10]. 

Different from cyber attacks in the Internet field, cyber attacks against smart grids are 

more focused on disrupting the stability and control of the network layer and the 

physical layer, and even paralyzing the operation of the power system [3]. The large-

scale blackout of the nuclear power plant near the city of Yuzh-noukrainsk in southern 

Ukraine in July 2019 is the most representative cyber attack on the power system. 

Several employees connected the internal network of the nuclear power plant to the 

public network for cryptocurrency mining , It directly caused the power workers to 

lose control of the system, leading to widespread power outages and causing serious 

economic losses [4]; in March 2019, hackers used known loopholes in the Cisco 

firewall to target the US state of Utah. Renewable energy power company launched a 

denial of service (DoS) attack; in June 2020, the Brazilian power company Light SA 

was ransomed by hackers for a ransom of US$14 million. AppGate security researchers 

analyzed that it was Sodinokibi ransomware; January 25, 2016 On Japan, Israel’s 

National Grid suffered the largest cyber attack in history [6]. 

Among several network attacks against smart grids, data integrity attack is a new type 

of network attack method and one of the most threatening attack methods [5], [9]. 

The traditional power system has two state estimation methods (SCADA system): 

operating state estimation and real-time monitoring. The real-time monitoring system 

monitors a series of data in the power system such as bus voltage, line power, load 

power, etc. to estimate the operation of the power system State, and feedback the 

result of state estimation to the control center, and the control center responds to the 

state immediately: continue operation, alert state, emergency state, etc. Among the 

influencing factors of system state estimation, in addition to measurement errors 

caused by noise or equipment aging and inaccuracy, uncontrollable factors such as 

measurement equipment failures can also cause relatively large errors in 

measurement data, and these data with large measurement errors Attacks are 

independent of each other. At present, power systems usually use residual-based 

detection algorithms to filter bad data. 

Traditional bad data detection is based on residual filtering. Once a certain piece of 

data exceeds the threshold set by the system, it will be regarded as bad data and the 

system will discard it. The data integrity attack can bypass the bad data detection 

system, make the system incorrectly estimate the current operating state, make wrong 

judgments, and then affect the normal operation of the power system. Attackers will 
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use the loopholes in the network layer communication system to maliciously modify 

the measurement data of the physical equipment [7], [8]. The control center will make 

an incorrect state estimate of the current system, thus losing the normal control ability 

of the physical equipment, resulting in electricity The system crashes and even causes 

a large-scale power outage. Even the lowest-cost equipment information can cause 

large-scale cascading failures [10]. Therefore, it is imperative for us to study the 

corresponding defense and detection methods for this new and extremely destructive 

network attack method. 

At present, the defense research on data integrity attacks is still in the initial stage. 

The literature [11]-[20] aims to use fewer resources to create more concealed and 

destructive attack methods. Therefore, in order to defend against data integrity 

attacks, The relevant defense methods must be studied. 

Most of the existing researches focus on energy management system (EMS) modules 

in traditional power systems [21]-[24]. Literature [21] proposed a conceptual 

hierarchical framework for protecting power grid automation systems from cyber 

attacks. Literature [22] proposed an online anomaly detection algorithm that uses load 

forecasting and synchronized phasor data to detect abnormal data and analyze The 

factors that affect the performance of the algorithm are introduced, and a method of 

finding the minimum threshold is introduced. Literature [23] proposed an effective 

and easy-to-implement mechanism to detect such attacks. The proposed method is 

based on calculating the equivalent resistance of the transmission line. This method 

is independent of the traditional bad data-based detection scheme, and can effectively 

detect For false data injection attacks, the article uses PMU data to perform a large 

number of simulations to verify the accuracy of the method. Literature [24] proposed 

a detection scheme based on Gaussian Mixture Model (GMMD) to detect data integrity 

attacks, and cluster historical data through machine learning methods and learn the 

maximum and minimum values of each class. Get the correct data range. 

There are also some studies that use effective algorithms to protect important meters, 

because the algorithm can effectively identify the smart meter being attacked, so as 

to ensure that the data of the normal meter is correct and credible. Literature [25] 

proposed a protection method based on artificial neural network. The proposed 

algorithm can monitor the output of power flow calculation and detect data anomalies 

in real time. The network observability rule is expressed as a mixed integer linear 

programming (MILP) problem. The results of the MILP problem are used to reduce 

the amount of data input required by the algorithm while keeping the system in an 

observable state. However, the time complexity of this method is relatively high, and 

it is not suitable for smart grids with a large amount of data. Literature [26] considers 

that data integrity attacks manipulate the state estimation process of the power 
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system by injecting false data or tampering with data into the smart meter, so the 

unknown parameters in the system (state vector, injected malicious data, attacked 

meter) Set) brings a huge challenge to the design of robust, computationally efficient 

and excellent performance detectors. A sequential detector based on the generalized 

likelihood ratio is proposed to deal with this problem. This detector is robust to a 

variety of attack strategies and load conditions in the power system, and its 

computational complexity is related to the number of meters. It is in a linear 

proportional relationship and has a good protective effect on the smart meter. 

From this point of view, relevant researchers have combined traditional power system 

detection methods with methods in the field of information security, and successfully 

detected data integrity attacks that were not detected by previous methods. Inspired 

by this, this article combines the data integrity attack mechanism with theoretical 

methods in the field of deep reinforcement learning, uses the unique advantages of 

deep learning in processing classification problems, and considers power 

measurement data, and proposes a data integrity attack detection method based on 

DDQN , Has a certain degree of innovation and strong practicability. The main 

contributions of this article are as follows: 

This article builds a data integrity attack detection model based on deep reinforcement 

learning, so the measurement data sample set required for model training and testing 

is the basis of this article. First of all, on the basis of in-depth research on the principle 

of data integrity attacks, we successfully constructed a data integrity attack vector 

that only knows the topological structure of the power grid, and conducted 

experiments on MatPower to build IEEE 9, 14 and 30 standard bus systems The 

network topology of DDQN has obtained a large amount of measurement data 

including normal measurement data of the power system and the measurement data 

after the power system is attacked, which provides massive data for the construction 

of the DDQN detection model. 

Electric power measurement data has the characteristics of high dimensionality and 

strong noise, and cannot be directly used for the training and detection of detection 

models. Therefore, this article describes the defense process against data integrity 

attacks as the Markov Decision Process (MDP). In this process, we proposed 

expressions for state space, action space, reward function and observation space, 

which eliminated the influence of noise and improved the accuracy and speed of the 

detection strategy. 

For smart grids, high-dimensional state-actions will bring dimensionality disasters, so 

in order to solve the dimensionality disasters, this paper proposes a Double-Deep-Q-

Network (DDQN) detection scheme to defend against electricity Data integrity attacks 

in the system. DDQN is a deep reinforcement learning solution, which avoids the curse 
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of dimensionality that traditional reinforcement learning solutions have. The DDQN 

program uses the main network and the target network to learn the best defense 

strategy. In order to improve the learning efficiency, a quantification method of the 

observation space is proposed, and a sliding window is also used. Experimental 

evaluation results show that DDQN is superior to existing deep learning-based 

detection schemes in terms of detection accuracy and speed in IEEE 9, 14 and 30 bus 

systems. 

 

2. Methodology 

2.1 Introduction to background knowledge 

In this part, we first introduce the construction method of data integrity attack, then 

review the Markov decision process, and finally briefly introduce the concept of deep 

reinforcement learning. 

This article builds IEEE 9, 14 and 30 standard bus systems based on MatPower. The 

system model of the IEEE 30 bus system is shown in Figure 1, and IEEE 9, 14 will not 

be repeated. 

 

Figure. 1 IEEE 30 bus system system model 

Construction method of data integrity attack 

The attacker's goal is to perform data integrity attacks, interfere with the normal 

operation of the power grid, and bypass bad data detection mechanisms. Most of the 

existing studies assume that the attacker has all the information about the state of 

the power system, which may be impractical in reality [27], [28], [29]. Therefore, it is 

defined as representing the enemy information of the power grid system, and 

representing the error between the state estimation result obtained by the enemy and 

the actual value based on [30]. 

The attack vector injected by the attacker is denoted as a and converted into a 

measurement vector y. The measurement vector after the attack is denoted as: 



Volume 8 Issue 5 2021 
 

   146 

ya = y + a                                           (1) 

In addition, after receiving the tampered measurement vector, the state estimator 

obtains the wrong estimation result through the weighted least squares mechanism. 

Then the wrong estimation result is expressed as: 

bad
cx x

 

 
                                        (2) 

To bypass the bad data detection mechanism in the equation, the attack vector should 

satisfy the following equation: 
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When the inequality in the last line is satisfied, we can find that the attack can bypass 

the bad data detection mechanism. To meet this requirement, we need to minimize 

the following equation: 
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From an attacker's point of view, to minimize g(x), the following equation should be 

satisfied: 

( ) ( )f ff f
a h c hx x

 

                                           (5) 

By satisfying the above two equations (4)-(5), the attacker can determine the metric 

to be forged and the optimal attack vector a. In addition, if the attacker already knows 

all the information about the accurate network topology, the attack vector can be 

established according to equation (5). 

Markov decision process 
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The Markov decision process is a mathematical model of sequential decision making 

[31], which is used to simulate the achievable random strategy and rewards of the 

agent in an environment where the system state has Markov properties. It is 

constructed based on a set of interactive objects, that is, the agent and the 

environment, and its elements include states, actions, strategies, and rewards. In the 

simulation, the agent perceives the current system state and implements actions on 

the environment according to the strategy, thereby changing the state of the 

environment and getting rewards. The accumulation of rewards over time is called 

rewards. In terms of application, it is used for problem modeling of reinforcement 

learning in machine learning. Through the use of dynamic programming, random 

sampling and other methods, the agent strategy that maximizes returns can be solved, 

and it can be applied in automatic control and recommendation systems. The specific 

process is shown in Figure 2. 

 

Figure. 2 Markov decision process 

The Markov decision process is a mathematical model that simulates the random 

strategy and rewards of the agent in the environment, and the state of the 

environment has Markov properties. 

Interactive objects and model elements: It can be seen from the definition that it 

contains a set of interactive objects, namely the agent and the environment. 

Agent: The agent for machine learning in MDP can perceive the external environment 

to make decisions, make actions on the environment, and adjust decisions through 

environmental feedback. 

Environment:In the MDP model, the state of all transactions outside the agent will 

change under the influence of the agent, and this change can be fully or partially 

perceived by the agent. After the environment has made a decision, it may feed back 

to the agent corresponding rewards. By definition, MDP includes five model elements: 

state, action, policy, reward, and return. The description of the symbols and tables 

are given in Table 1. 

Table 1 MDP contains 5 model elements and descriptions 

denomination symbol Description 

State space S = {s1, s2, ⋯ , 𝑠𝜏} State is a description of the environment. 

After the agent takes an action, the state 

will change, and the evolution has a 

Markov nature. The collection of all states 
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of the MDP is the state space. The state 

space can be discrete or continuous. 

Action space A = {a1, a2, ⋯ , 𝑎𝜏} 
Action is the description of the agent's 

behavior and the result of the agent's 

decision-making. The set of all possible 

actions of the MDP is the action space. The 

action space can be discrete or continuous. 

policy π(a|s) = p(a|s) 
The MDP strategy is given by state, and 

the conditional probability distribution of 

the action is a random strategy in the 

context of reinforcement learning. 

reward R = R(st, at, st+1) 
The agent gives feedback from the 

environment to the agent after the action. 

It is a scalar function of current state, 

action and next state. 

return G = ∑Rt+1

τ−1

t=0

 

The reward is the accumulation of rewards 

over time. After the concept of trajectory is 

introduced, the reward is also the sum of 

all rewards on the trajectory. 

Based on the modeling elements in the table, the MDP is organized as follows: the 

agent perceives the initial environment s0 , implements action a0 according to 

strategy π0 the environment enters a new state s1 affected by the action, and feeds 

back to the agent a reward r(s0, a0, s1). Then the agent adopts a new strategy based 

on s1, and continuously interacts with the environment. The reward in MDP needs to 

be designed, and the design method usually depends on the corresponding 

reinforcement learning problem. 

The construction of deep reinforcement learning model 

As a typical machine learning method, reinforcement learning is used to learn an 

optimal action strategy to maximize the total return. In the learning process, the agent 

interacts with the environment, acquires environmental knowledge, and updates 

action strategies according to events. However, traditional reinforcement learning 

methods have low learning efficiency and are not suitable for problems with large 

state spaces. In order to solve this problem, deep learning [32] technology is also 

called deep neural network (DNN), which can be combined with reinforcement 

learning (RL) to improve learning efficiency. This combination is called deep 

reinforcement learning (DRL) [33]. The deep reinforcement learning framework is 
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shown in Figure 3: 

Context

Observed Action

Environment

Reward

DL perception RL decision

 

Figure. 3 Deep learning framework 

Combining reinforcement learning and deep neural networks, deep reinforcement 

learning programs have the following three advantages: First, deep neural networks 

can approximate the values of states and actions, which is the key to learning the 

optimal strategy. Second, deep neural networks use characteristic equations to reduce 

the dependence of the reinforcement learning process on domain knowledge. In 

addition, the curse of dimensionality is a difficult problem faced by reinforcement 

learning methods, especially when the state space and action space are large. In this 

regard, deep reinforcement learning solves the dimensionality process well, because 

the output of the neural network can estimate the value of the state and action, which 

means that there is no need to store the value of the state and action, thus avoiding 

the curse of dimensionality. 

At present, deep reinforcement learning methods have been extensively studied in 

several fields. For example, in London, England, AlphaGo, created by an artificial 

intelligence company co-founded by artificial intelligence programmer and 

neuroscientist Damis Hassabis and others, defeated the best human chess player in 

chess in 2016, and then proposed, To enhance the capacity. Et al. Use a deep Q 

network with a new reward function to improve the speed of information extraction 

[34]. 

2.2 Acquisition of measurement data sample set 

Since the real-time information collected by the smart grid control center has 

extremely high value for actual engineering use, and is more confidential for the local 

topology of a region, in this section and the next section, in order to make the model 

more accurate and However, the standard IEEE node system is used to generate 

measurement data that is normal and as close as possible to the real power grid. It 

simulates the attacker's data integrity attack under the condition of mastering the 

partial topology of the power grid, and obtains the before and after attacks. System 

measurement data. 

Effective training samples and test samples must contain not only normal 
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measurement data, but also false or tampered measurement vectors injected by data 

integrity attacks. It is easy to know that when an attacker has all the topology 

information of the power grid, it is easiest to construct an attack vector. However, the 

price paid in this way is too great. In actual attack scenarios, most attackers cannot 

fully grasp the complete topology network information of the power system, but it is 

easier to obtain partial information. In order to make the attack detection model more 

realistic, this article assumes that the attacker has partial topology information of the 

local power grid. Based on this, a false data injection attack is constructed, injected 

into the IEEE-14 bus, and the attacked measurement vector is generated to form a 

complete detection sample. 

Suppose the false or tampered measurement vector injected by the data integrity 

attack is  a , the constructed attack vector is b , e is the error vector, and the 

measurement value generated after the power system is attacked is: 

zb = Hx + b + e                                                   (6) 

The state vector xb after being attacked is: 

xb = x + b                                                          (7)  

Then the original measurement value is decomposed into d  areas, which are 

decomposed by the attack into: 

[

zb1

zb2

⋮
zbd

] = [

z1

z2

⋮
zd

] + [

b1

b2

⋮
bd

]                                    (8)  

After being decomposed, the power system state estimation expression is: 

[

zb1

zb2

⋮
zbd

] = [

H1

H2

⋮
Hd

] x + [

b1

b2

⋮
bd

] + [

e1

e2

⋮
ed

]                                (9) 

Where zbi is the measurement data after the i-th area of the measurement matrix Hi 

is attacked by the data integrity attack, bi is the corresponding attack vector, and eiis 

the noise value, that is the measurement error, which is inevitable. 

Residual error of the first subregion: 

ri = ‖zbi − Hxbî‖                                       (10) 

It can be seen from the above that the residual expression for all regions is: 

ri = ∑ ‖zbi − Hxbî‖
d
i=1                                    (11) 

In order to make the residual error after being attacked by data integrity less than the 

threshold, so as to be able to construct the optimal attack vector only the minimum 

value of formula (12) is required: 

min ∑ r1 + λ‖β‖d
i=1                                           (12) 

And xb̂ − β = 0,Where i = 1,2, . . . , d , β is the optimized amount, λ is the regularization 
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parameter. Because we assume that the attacker does not have a complete power 

grid topology, we set the Jacobian matrix as Ĥ, divide it into n sub-modules as above, 

and the actual deviation is P. 

It is known that the deviation of the known module of the attacker is 0, and the 

unknown module is not 0, so the Jacobian matrix Ĥ is: 

Ĥ = H + P                                        (13) 

           b̂ = Ĥc = (H + P)a = Ha + Pa                             (14) 

Expressed in the form of a matrix: 

[
 
 
 b̂1

b̂2

⋮
b̂d]

 
 
 

=

[
 
 
 
Ĥ1

Ĥ2

⋮
Ĥd]

 
 
 

[
 
 
 
 

a1

a2

⋮
ad−1
ad ]

 
 
 
 

                                    (15) 

If and only if 

Pa = [P1  P1  ⋯Pn] [

a1

a2

⋮
ad

] = 0时                            (16) 

b = bi                                                        (17) 

From equations (16) and (17), it can be seen that when the attacker masters the local 

Jacobian matrix, as long as the non-zero value of the error matrix can correspond to 

the zero value in the data integrity attack injection vector a, it can be constructed 

corresponding to the actual network topology. Complete attack vector b successfully 

implemented data integrity attacks 

According to equation (17), in order to obtain the optimal solution of vector a, only 

equation (18) needs to be solved: 

min ∑ ‖bi − Hiai‖2
2d

i=1 + λ‖θ‖1                                          (18) 

Where θ is the optimized variable we set, and λ is the regularization parameter,and 

ai − θ = 0,i = 1,2,… d。 

From equation (18), we can obtain the data integrity attack injection vector under 

partial grid topology. Based on the above, we have constructed a data integrity attack 

under the condition that the attacker only knows part of the power grid topology. Next, 

on the IEEE-9, IEEE-14, and IEEE-30 bus systems, such as attack vector a, after 

success, the attacked vector and the normal vector of the system can be marked. 

2.3 DDQN detection model 

In this part, we introduce an attack scenario, and then give the Markov decision 

process of our DDQN scheme, including state space, action space, observation space, 

and reward function. On this basis, the detection scheme is introduced in detail. Table 

2 shows the key symbols. 
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Table 2 Key symbol  

symbol meaning 

T  Total time in a phase 

ts  The state of the agent at time t 

ta
 Action taken by the agent at time t 

t  The reply received by the agent at time t (reward function) 

to
 The observed state of the agent at time t 

tl  Discrete value of observation at time t 

tw
 Sliding window at time t 

ty
 Measurement vector at time t 

tx


 
Estimated state at time t 

a  Attack vector 

1c  Error coefficient of delayed alarm 

2c
 Error coefficient of false alarm 

  Parameters of the main network 

L  Loss function 

E  Number of clips in the training phase 

2E
 Number of fragments in the test phase 

 

Attack scenario 

Before introducing the detailed process of the DDQN detection scheme, we first 

assumed two attack scenarios that an attacker might initiate: a continuous attack 

scenario and a non-continuous attack scenario.  

Continuous attack scenario: continuous attack, the attacker will launch sequential 

attacks over time until the attack is detected. Generally speaking, continuous attacks 

do more damage to state estimation than discontinuous attacks. However, due to the 

continuity over time, continuous attacks are easy to detect.  

Non-continuous attack scenario: Discrete attack scenario, where the adversary will 

launch intermittent attacks over time until the attack is detected. It is difficult to detect 

discontinuous attacks when the attacks are launched intermittently, but the damage 

caused is less than that of continuous attacks.  

However, since it is easier to be detected in a continuous attack scenario, we assume 

that the attacker is launching an attack in a discontinuous attack scenario. 

Modeling as a Markov decision process 

In this article, we describe the defense process of data integrity attacks as Markov 
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Decision Process (MDP), which is generally applied to the modeling of reinforcement 

problems. MDP contains a set of interactive objects, namely agent and environment. 

In this article, we refer to the power system operating mechanism as an agent, which 

is used to ensure the normal operation of the power system. It can perceive the state 

of the external environment to make decisions and act on the environment. And adjust 

decision-making through environmental feedback. The MDP decision process in this 

article is defined as (S, A, P, R, O), where S represents the set of possible states of the 

system; A represents the action space (action refers to the description of the agent's 

behavior, which is the result of the agent's decision; the set of all possible actions of 

the MDP is the action Space);  P represents the probability of the system to make a 

certain action; R  represents the reward function, which is the feedback of the 

environment to the agent after the agent makes a decision; O  represents the 

observation space. 

The following is a detailed introduction to the five elements of the MDP decision-

making process: 

stϵS represents the state of the system; S represents the set of possible states of the 

system as above. Here I define the state space of the system as (Sn, Sa), where 

Snindicates that the system is running well, and Sa indicates that the system has been 

attacked. Obviously the state of the agent t is unknown, which means that the agent 

cannot determine whether the system is in a normal operating state or is under attack. 

The agent can only estimate the state of the system based on the observation of the 

current state. 

 𝑎𝑡𝜖𝐴 represents the action of the agent at time t, and A represents the possible 

actions of the agent t as above. We define the action space as (Ac, As), where Ac 

indicates that the agent infers that the system is in a normal operating state based on 

observations, and the system should keep running; As indicates that the agent infers 

that the system is being attacked, and the system should be stopped at this time. 

𝑝𝑡 = 𝑠𝑡 × 𝑎𝑡 → 𝑝(𝑠𝑡+1)represents the probability of the agent entering the state while in 

the state; the probability here is unknown. 

rt refers to the reward when the agent takes actions in the state; the defined function 

is as follows: 

 1

0, , ,

* ; ,

t a s s

t

t a s c

s s if a a
r

c t if s s a a

  
 

                       (19) 

,

2

0, ,

( )

*1000* , ,

t n s c

t

t n s s

s s if a a

r y h x

c if s s a a
w



  



 
   
           (20) 



Volume 8 Issue 5 2021 
 

   154 

Among them, λ represents the time of launching the attack, w is the amount of noise 

to the system model, and C1 and C2 are the corresponding coefficients, which balance 

the delay alarm and false alarm errors. Delayed alarms indicate the time when the 

agent detects the attack, which is later than the time when the attack was launched. 

A false alarm means that the agent thinks that the system is under attack and stops 

the system, but there is actually no attack. In this article, our goal is to minimize the 

probability of these two types of errors. 

Ot refers to the measurement result that the agent learns from the system because 

the system state is not observable to the agent. It is different from the system state. 

Our definition of Ot is as follows: 

( )
t

y h
o

w

x



                                          (21) 

It can be seen from equation (21) that when the system is operating normally, when 

y is close to h(x̂), Ot is a very small value. On the other hand, when the system is 

under attack, the value of h(x̂) is very different from the value of y, and Ot will be a 

very large value. Therefore, the size of Ot accurately reflects whether the system is 

under attack. In addition, the definition of the measured value also eliminates the 

influence of noise, especially when the system is operating normally and the noise is 

large, the observed Ot is small, and the influence of noise can be ignored. Therefore, 

it can avoid the situation where the agent mistakenly detects that the system is under 

attack. 
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Figure. 4 DDQN detection scheme 
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DDQN detection scheme 

The DDQN detection scheme proposed in this paper mainly includes two stages: 

training and testing. When training, use the system data to train the neural network; 

when testing, use the trained network to test the DDQN detection scheme . The model 

of the DDQN detection scheme is shown in Figure 4. 

The steps of the DDQN testing program are as follows: 

Interaction between environment and agent 

In this step, the agent interacts with the environment. The agent first observes the 

system and obtains the total observation time t, which reflects the operating status of 

the system. Then the agent performs operations according to the strategy learned 

from the third step. Finally, the agent updates the operation in each network learning 

step of the event. After the interaction, the agent will be rewarded for the action, and 

then the agent will enter the next state of the interaction and obtain new 

observations ot+1. 

Reprocessing stage 

Observation 𝑜𝑡 , action 𝑎𝑡  reward 𝑟𝑡 , and next observation 𝑜𝑡+1  constitute the 

transition space a, and we denote the sliding window as 

1 2 3[ , , ,... ]t t N t N t N tw l l l l     
                          (22) 

In the formula, 𝑙𝑖 is the discrete value of the observation time t. So it can be converted 

to [wt, at, rt, wt+1]. Then store the converted data in the buffer (RL). In each iteration, 

we randomly select a small batch of data of size K from RL (Replay Buffer) as training 

data to update the neural network. 

Network learning stage 

In our scheme, two types of neural networks are used: the main network and the 

target network. The main network generates a value Q(ot, at, θt) to calculate the 

current action of the agent, and θt is a parameter of the main network. The target 

network also generates a value 𝑄,(𝑜𝑡, 𝑎𝑡, 𝜃𝑡
,), which is used to generate a loss function 

based on the next observation. In order to calculate the loss function, we first calculate 

the value of y at time t: 
' ' ' '*max ( , , )y r Q o a                                           (23) 

The time step of MDP can be finite or infinite. The MDP with limited time steps has a 

terminal state. After the state is triggered by the agent, the MDP simulation completes 

an episode and gets a return. Correspondingly, MDP without a terminal state in the 

environment can have Infinite time step, the return will also tend to infinity . When 

modeling the actual problem, unless the MDP of the infinite time step has a 

convergence behavior, it is not suitable to consider the return at infinity, and it is not 

conducive to MDP. The solution. To this end, a discount mechanism can be introduced 
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and a discounted return can be obtained. 

Among them, γ is the discount coefficient, which represents the proportion of future 

rewards, and 𝑜, is the next observation value. The loss function is the square of the 

difference between the target y and the value Q(ot, at, θt) : 
2( ( , , ))t t tL y Q o a  
                                    (24) 

Each time, the main network is updated in the direction of the negative gradient of 

the loss function. Each time the parameter θ of the main network is updated instead 

of the parameter 𝜃 , of the target network. 

The greedy strategy ε − greedy we apply selects the optimal action from the action 

space,The probability that the agent randomly selects an action from the action space 

is 1 − ε ,Then the probability of the agent taking action a = argmaxQ(st, at, θ) is ϵ .In 

the testing phase, use the trained network for testing. 

 

3. Results and discussion 

This section presents the results of a large number of simulation experiments 

conducted on the IEEE-9, IEEE-14, and IEEE-30 standard bus systems, and gives the 

normal measurement data of the power system before the attack, and the power 

system after the attack Abnormal measurement data. Finally, the evaluation results of 

the DDQN detection program are given. First, we introduced the evaluation method, 

and then detailed the experimental results. 

3.1 Evaluation method 

In order to prove the performance of our scheme, we proposed several evaluation 

indicators, as follows: 

Delayed alarm rate: We define the size of the delayed alarm error t − λ, and the 

delayed alarm error rate is defined as the sum of delayed alarm errors in all events 

divided by the number of tests. t is the time when the agent detected the attack, and 

λ is the time when the attack started. 

We define the size of the false alarm error as λ − t, and the false alarm error rate is 

expressed as the sum of false alarm errors in all events divided by the number of tests. 

Detection error rate: The ratio of the number of detection errors to the total number. 

The comparison scheme: We compare the detection scheme with the following 

detection scheme to prove its effectiveness: 1) The program is an online reinforcement 

learning method. Use it to detect data integrity attacks in the power system [35]. This 

article sets up a table to store the operating values in each state, and the system 

running program can learn the best defense strategy during the update of the table. 

2) A training sample generation algorithm based on an improved generative 

adversarial network (GAN) is proposed. This method alternately trains the improved 

generative model and the discriminant model without the guidance of prior knowledge, 
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and independently learns the original samples. Distribution law, generate new data 

samples, and then use artificial neural network as the basic classifier to calculate the 

accuracy of sample classification and test the effectiveness of the generated samples 

[36]. 

3.2 Experimental result 

The following table 3 shows the data of each line of the IEEE -30 bus system, and the 

IEEE-9, IEEE-30 bus system will not be repeated. 

Table 3 Partial data of each line   

number 
Head 

node 
End node 

Branch 

resistance 

Branch 

reactance 

1/2 charge 

susceptibility 
1 1 2 0.0192 0.0575 0.0264 

2 1 3 0.0452 0.1852 0.0204 

3 2 4 0.0570 0.1737 0.0184 

4 3 4 0.0132 0.0379 0.0042 

5 2 5 0.0472 0.1983 0.0209 

6 2 6 0.0581 0.1763 0.0187 

7 4 6 0.0119 0.0414 0.0045 

8 5 7 0.0460 0.1160 0.0102 

9 6 7 0.0267 0.0820 0.0085 

10 6 8 0.0120 0.0420 0.0045 

11 6 9 0.0000 0.2080 0.0000 

12 6 10 0.0000 0.5560 0.0000 

13 9 11 0.0000 0.2080 0.0000 

14 9 10 0.0000 0.1100 0.0000 

15 4 12 0.0000 0.2560 0.0000 

16 12 13 0.0000 0.1400 0.0000 

Data distribution before and after the bus system is attacked 
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Figure. 5 Data changes before and after the attack  

 

Figure. 6 State vector changes before and after being attacked 

From Figure 5 we can know that after the IEEE-14 standard bus system injects the 

attack vector, the measurement data will change greatly, which deviates from the 

original measurement value of the system to a large extent. From Figure 6, we can 

know that although the estimated value of the state after being attacked shifts upward 

from the normal estimated value, the distribution is maintained and consistent with 

that before being attacked. Therefore, although the measured value was changed in 

this attack, the residual error of the state estimation remained the same as before the 

attack. 

DDQN program evaluation results 

We compare the DDQN detection model, model and model under the continuous 

attack model. In Figure 7, we compare the delay alarm rates of the three models in 

IEEE 9, 14 and 30 bus systems. In Figure 8, the detection failure rates of the three 

square models on the three bus systems are compared. 
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Figure. 7 Delayed alarm rate of POMDP, GAN and DDQN schemes   

 

Figure. 8 Detection failure rate of POMDP, GAN and DDQN schemes 

It can be seen from Figure 7 that when the system is under attack, the scheme has 

reached the lowest delay alarm rate in all three node systems, which shows that our 

scheme can detect the attack in the shortest time. In addition, we can also conclude 

that the performance is better than that. Figure 8 illustrates the accuracy of the 

scheme in detecting successive attacks. It can be seen from Figure 8 that in the three 

bus systems, none of the schemes and the detection failures occurred. In contrast, 

the program has multiple detection failures in the test. In summary, we can conclude 

that it performs better in terms of detection accuracy when defending against 

continuous attacks. 

 

4. Conclusion 

In this article, we constructed an attack vector under the condition of understanding 

only part of the topology, conducted a large number of simulation experiments on 

IEEE-9, IEEE-14, and IEEE-30 standard bus systems, and obtained massive power 

system normal measurement data and The measurement data after the power system 

is attacked not only provides data for the construction of the detection model, but also 

verifies that the attacker can launch a data integrity attack on the smart grid while 

only knowing part of the power system topology. Then the data integrity attack 

defense process is modeled as a Markov decision process , which eliminates the 

influence of noise and improves the accuracy and speed of the detection strategy. 

Finally, a Double-Deep-Q-Network (DDQN) detection scheme for data integrity attacks 
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is proposed. The test results show that the detection scheme has higher accuracy and 

efficiency compared with the existing detection methods based on deep learning. 
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