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Abstract: During the period of epidemic prevention and control, the traditional access 

control system has a single function, with temperature measurement relying on 

electronic thermometers and temperature detection doors, failing to achieve 

automatic measurement and data recording functions. In order to enhance the 

intelligence level of the access control system, it solves the problems such as the 

difficulty of face recognition and the low degree of intelligence in temperature 

measurement by wearing masks. This paper introduces the structure design of access 

control system, the design of face recognition system for obstructions, the design of 

epidemic prevention function module, Equipped with the IoT platform to realise the 

functions of face recognition, body temperature detection, mask wearing condition 

detection, and verification of health code information, etc. The system focuses on 

improving safety and rapidity, facilitating personnel management, and playing a 

positive role in epidemic prevention and control. 
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1. Introduction 

Under the current epidemic situation, the gatekeeper is usually required to check the 

body temperature, supervise the wearing of masks, inspect the scanning of venue 

codes, verify the health code information, etc. The strict implementation of one check , 

one scan and three inspections in each scene can speed up the flow of investigation 

and traceability work and scientifically circle the scope of exclusion. However, under 

the traditional situation, it is difficult to distinguish the authenticity of personnel 

information, which increases the contact risk, the process is cumbersome and the 

speed of passage is slow. Moreover, some places do not strictly implement the 

verification work, resulting in the lack of confusion in the trajectory of some people.  
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With the development of smart cities, one of the priorities for epidemic prevention and 

control is to replace the traditional stand-alone type access control system with a 

masked face recognition intelligent access control system, incorporating new 

technologies to safeguard people's health and safety. In the intelligent access control 

system, face recognition technology is at the core. Algorithms for recognising obscured 

faces are constantly being optimised to improve face recognition techniques in terms 

of algorithms and optimised sample sets, and to reduce the difficulty of 

implementation.  A face recognition method based on face reconstruction and Gabor 

occlusion dictionary [1] focuses on reconstructing invisible parts of occluded faces. 

Gabort occlusion dictionary is combined with traditional recognition methods to 

reconstruct noise features caused by occlusion and enhance recognition accuracy. 

Peng Jun's team adopted a combination of generic face recognition algorithm and a 

dedicated mask feature recognition algorithm. The mask feature recognition enhances 

the weight of unmasked features of the face and simulates the masked face dataset 

with the existing dataset to improve the accuracy  [2]. The combination of traditional 

recognition and deep learning opens up new ideas for us. 

At present, the related products on the market have problems such as the occlusion 

face recognition algorithm needs a large amount of face data collection, the inability 

to combine face detection with mask detection technology, the face algorithm being 

greatly influenced by different environments, and the inability to achieve temperature 

measurement integration and intelligent control of the Internet of Things. This paper 

is dedicated to optimizing the face recognition algorithm with obstructions and 

designing the structure of intelligent access control system, which will combine mask 

detection, temperature measurement records and IoT data management according to 

different scenarios to improve security and rapidity of the access control system, and 

lay the foundation for the prevention and control of COVID-19 pandemic. 

 

2. Structural design of  intelligent access control systems 

Intelligent access control is developing in the direction of intelligence, secure and low-

cost research. In order to achieve epidemic prevention and control integration, this 

paper introduces an epidemic prevention and control intelligent access control system 

design based on face recognition technology with obstructions, which is mainly 

composed of face recognition module, epidemic prevention function system 

integration and Internet of Things management. The system structure principle is 

shown in Figure 1. After the face recogniton identity authentication of the entry and 

exit personnel is completed, the next step will be selected for body temperature 

detection, mask wearing detection, health information verification, etc., and the data 

will be transmitted to the Internet of Things cloud platform through the network. For 
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those who pass the test, the personnel information can be updated and stored, and 

the access control is opened to pass; for those who fail the body temperature test, 

the access control system triggers the alarm and the final result is displayed on the 

screen. For the design of functional development zone, it can be selected according 

to the needs of different scenarios. The technical flow of the occlusion face recognition 

access control system is shown in Figure 2. 

 

3. Design of occlusion face recognition system 

This study is based on the fusion of local binary pattern LBP and PCA face recognition 

algorithm combined with convolutional neural network ( CNN ) deep learning occlusion 

face recognition algorithm to optimize occlusion face recognition technology, as shown 

in Fig. 3.  Face detection through the collected images; adding the function of living 

body detection, using the different principle of reflection images of light sources with 

different wavelengths on the face [3] to judge whether it is a real person according 

to the light intensity difference after face detection; Then, the occlusion is identified 

and detected to determine the situation of face occlusion, and the face recognition 

algorithm is further selected. Finally, the results are identified. Two optimization 

algorithms for occlusion recognition are also analyzed. 

 

Fig.1 System composing and working theory 

3.1 Face recognition algorithm based on LBP and PCA 

Firstly, the video image is collected by the camera, and the collected image is 

preprocessed and the captured images are pre-processed with greyscaling, filtering of 

noise, normalisation and equalisation of histogram counterparts to highlight the image 
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face features in order to improve the anti-interference of the face recognition 

algorithm.  Then Adaboost algorithm [4] is used for face detection, LBP operator [5] 

is used to describe the texture information of face image,In addition to some 

redundant information, the texture structure of the image is preserved, which makes 

the texture robust when describing the image. PCA is used for dimension reduction, 

and finally the face recognition results are obtained. 

 

Fig.2 Technical flow of occlusion face recognition access control system 

 

Fig.3 Technical flow of occlusion face recognition access control system 
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integrated metrics by dimensionality reduction. Firstly, the main feature vectors of 

face images in the database of face images are extracted, and the extracted feature 

vectors are combined to form the corresponding feature face space; In the feature 

face space, each picture is projected to obtain the projection coefficient; When the 

camera collects the picture of the feature face, the picture is projected in the subspace 

of the feature face to obtain the corresponding projection coefficient; Then the 

projection coefficients are compared with the existing projection coefficients, and the 

collected images are compared with the existing images in the database. If the 

comparison is consistent, the face recognition is true, and if the comparison is 

inconsistent, the face recognition is false. 

3.2 Research on algorithm of occlusion face recognition system 

To improve the face recognition rate, the face shown image is first obtained and image 

pre-processing is performed. This is followed by the use of a histogram of gradients 

(HOG) with multi-scale landmarks to maintain the localisation and variation of feature 

points and improve the robustness of facial features across different environments. 

The extracted facial features are downscaled in PCA to calculate their similarity and 

fed into a trained support vector machine (SVM) for classification to determine 

whether occlusion occurs in that sub-block. If no occlusion is detected, the generic 

LBP and PCA based face recognition algorithm face recognition algorithm is invoked; 

if an occlusion is detected, the existing occlusion face recognition algorithm is invoked. 

Existing occluder face algorithms are based on convolutional neural network (CNN) 

deep learning with occluder face recognition techniques. Among them, the cascaded 

convolutional neural network-based MTCNN face detection algorithm is widely used, 

featuring high detection speed and relying on training sample sets and Facenet face 

recognition models. The structure of convolution neural network MTCNN is shown in 

Fig.5[6].For mostly occluded faces, face recognition revolves around local feature 

extraction and deep learning models for face recognition, prepared by extracting LBP 

texture features and HOG edge gradient features from face images, followed by DBN 

and CNN deep learning models for training and classification recognition of face image 

features. A deep convolutional generative adversarial network (CGGAN) was used to 

compare the algorithms and determine that the research algorithm had a higher 

recognition rate. The effectiveness of the algorithm was analysed by MATLAB , as 

shown in Fig. 4. 
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Fig.4 Technical flow of face recognition for occlusion 

 

Fig.5 Convolution neural network MTCNN structure 

3.3 DBN and CNN deep learning model 

The DBN and CNN deep learning models are shown in Fig. 6. CNN (Convolution Neural 

Network) consists of convolution layer, sampling layer and full connection layer, which 

can automatically extract image features and realize images for classification through 

massive learning, and can reduce the interference of noise on features and increase 

the speed of network operation. DBN (Deep belief network) is a probabilistic 

generation model that allows the whole deep neural network to generate training data 

according to maximum probability of generating training data, enabling higher 

abstraction of feature vectors[7] . 

 

Fig.6 DBN and CNN deep learning model 

3.4 Deep convolution generative adversarial network ( DCGAN ) 
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to generate fake samples with excellent diversity repair. DCGAN is a derivative model 

of GAN, using convolution layer instead of pooling layer, removing connection layer, 

using batch normalization and appropriate activation function. The generation model 

structure of DCGAN is shown in Fig. 7, and the judgment model structure is shown in 

Fig. 8[8]. Using DCGAN-generated images as a dataset for CNN models for control 

group experiments, the similar models work better and require a lot of human and 

material resources to maintain, and are difficult to train to optimality, once the image 

resolution is high GAN will not be able to accurately capture the data distribution [9]. 

  

Fig.7  Generation model structure of CGAN 

 

Fig.8 Judgment model structure of CGAN 

 

4. Design of epidemic prevention function module 

This paper is based on a wide range of applications for face recognition intelligent 

access control systems with coverings, which can be widely used in office buildings, 

hotels, communities, schools, parks and other places with fixed crowds, but also in 

subways, supermarkets and other places with high public traffic. Different anti-

epidemic functions can be used in combination for different scenarios. 

4.1 Temperature measurement module 

The design is equipped with a body temperature detection system, which will use the 

GY-906 infrared temperature sensor. Its advantages include the ability to measure 

ambient temperatures in the range -40 to 125 ˚C with a high accuracy of 0.5°C over 

a wide temperature range, cost effective and easy to integrate. The working principle 

is to obtain the energy radiated from the electromagnetic wave of the object with a 

certain temperature to the outside world. In order to achieve remote temperature 

measurement, the reference blackbody can be used to intelligently compensate the 
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temperature difference by sensing the ambient temperature. 

4.2 Testing design of mask wear 

A face-mask detection algorithm based on HSV (Hue, Saturation, Value) + HOG 

features and SVM is used. First, the face and five feature point coordinates are 

detected using the face detection algorithm, and the feature points are used on the 

face to locate to the mouth and nose region, extract the HSV+HOG features of the 

region and train using SVM to achieve detection of the presence or absence of a mask; 

then the detection target is located to the nose tip region of the face to detect whether 

the nose tip region is skin coloured and find the best classification threshold to 

determine whether the wearing is standard [10]. The effect of mask wearing detection 

is shown in Fig. 9. 

 

Fig.9 Mask detection renderings 

4.3 Verification of health code travel code information design 

The health code integrates the siloed and static personal health data originally stored 

in a specific closed system with the mobile communication database, the CDC 

database, the transportation system and the immigration management system with 

each other to form a dynamic network data chain. This system, after face recognition, 

matches the personal health code trave code status output display in the cloud server, 

and then records the collected personal place information and updates it inside the 

health code information. 

 

5. Design of access control management system based on Internet of 

Things communication technology 

IoT communication technology based access control system in the new continent 

cloud platform operation, the advantage of the cloud platform is to support TCP, MQTT, 

HTTP and other device access methods, 3G/4G, WIFI, Ethernet port and other 

common communication methods, the platform can be used in any language to quickly 

APP development and data simulation. Communication devices can be directly 

accessed by simply configuring the IP and port to connect to the cloud platform. 

Through each module for data collection, the cloud platform interacts with the 

information of incoming and outgoing personnel and makes intelligent records to 

control access control switches, real-time monitoring and abnormal warning, etc. The 

cloud platform device development connection is shown in Fig. 10. The application 
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management design of the New Continental Cloud Platform is shown in Fig. 11. 

 

Fig.10 Cloud Platform Device Development Connection 

 

Fig.11 New World Cloud Platform Application Management Design 

 

6. Conclusion 

This paper conducts in-depth research on intelligent access control systems under 

epidemic situations. Under the complicated circumstances of low recognition rate of 

traditional access control when masks are covered, body temperature detection 

through access control and verification of health codes, a combination of traditional 

face recognition and deep learning is proposed to improve the face recognition rate 

of covered objects, combining live detection, infrared temperature measurement 

technology and IoT communication technology to design intelligent access control 

systems for epidemic prevention and control. The system can automatically perform 

operations such as identification, body temperature detection, mask wear detection 

and verification of updated health code information on people entering and leaving 

the access control, while completing intelligent processing of relevant data. In addition, 

the access control system can transform the development of the Internet of Things 

platform, which provides room for the development and application of new product 

functions. 
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