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Abstract: The distribution Internet of things is an important part of the ubiquitous 

power Internet of things, which directly faces customers and affects customer 

experience. With the rise of new energy technology, a large number of terminal 

devices are connected to the distribution network, and the safe access of terminal 

devices is an important link to ensure the safety of the distribution Internet of things. 

Based on the distributed and traceable characteristics of the blockchain and the 

characteristics of the power system, this paper proposes a distributed access 

authentication scheme suitable for distribution IOT terminals. The scheme performs 

distributed authentication on the terminal requesting access through the PBFT 

algorithm, and generates block storage terminal information. This scheme can 

effectively avoid replay attacks, witch attacks and other network attacks, ensure the 

safe access of the distribution IOT terminals, and meet the security requirements of 

the power system for real-time and reliability. 
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1. Introduction 

Distribution network is an important public infrastructure for social development and 

national economy [1]. The low-voltage distribution network is located at the end of 

the power grid, which is responsible for connecting the transmission network and 

directly supplying power to users. It is the key link to ensure the quality of power 

supply. For a long time, due to the lack of technical means and management measures, 

the low-voltage distribution network has been plagued by problems such as a variety 

of terminal equipment, low level of intelligence, inconsistent standards, and 

nonstandard communication protocols, resulting in relatively backward operation and 

maintenance, equipment regulation, user experience and asset management in the 
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distribution station area [2]. In recent years, the State Grid Corporation of China has 

actively built a strong smart grid, improved the intrinsic safety level of the grid, and 

comprehensively improved the informatization and intelligence level of the grid 

through the implementation of the "Internet +" strategy. The distribution network has 

also evolved from the original power transmission and customer service to the 

distribution IOT stage of comprehensive perception, data fusion and intelligent 

application. Distribution Internet of things is a new power network form produced by 

the deep integration of traditional industrial technology and Internet of things 

technology. Through the comprehensive interconnection, intercommunication and 

interoperability among the distribution network equipment, the demand for lean 

management of the distribution network is realized [3]. The connotation and 

characteristics of intelligent terminals that realize monitoring and control in the 

distribution Internet of things are also changing. Most of the traditional distribution 

network intelligent terminals are designed separately to achieve a specific function. 

The functions are preset in advance and relatively fixed, such as monitoring and 

collecting customers' electricity consumption, monitoring the status of distribution 

switches, and monitoring the environmental status information of distribution facilities. 

Based on the business functions of each terminal, terminal categories such as 

distribution monitoring unit (DTU), feeder monitoring unit (FTU), smart meter are 

named [4]. The requirements for data collection and sharing of power distribution 

Internet of things terminals are significantly improved. In addition to being business 

terminals, intelligent terminals need to be data terminals and communication gateways. 

Therefore, the terminals should have strong data processing capabilities and 

information interaction capabilities. At the same time, the terminal's business 

capability should be more open, with the ability of multi service development and 

processing. This paper will elaborate the definition, architecture and application of 

intelligent terminal based on the idea of power distribution Internet of things, compare 

and analyze the intelligent terminal and traditional terminal, and give an application 

example of intelligent terminal. Through the application of typical equipment in power 

distribution Internet of things, the advantages of intelligent terminal are reflected. The 

"end" layer adopts the technical architecture of "general hardware platform + 

lightweight Internet of things operating system + equipment business application 

software" to realize the collection of basic data such as operation status, equipment 

status, environmental status and other auxiliary information of the distribution network, 

and execute decision-making orders or local control. At the same time, it completes 

friendly interaction with power customers and effectively meets the production 

activities of the power grid and the service needs of power customers [5]. 

The distribution network is directly connected with the users, which has the most 
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direct impact on the customers, and the service experience of the customers is also 

the strongest. On the other hand, the distribution network has a low voltage level, 

short construction period and small impact range of single equipment, which is more 

suitable for the pilot and rapid promotion of new technologies and new equipment. 

Therefore, the distribution network is an important component of the ubiquitous power 

Internet of things, which is extremely critical and can achieve rapid results. The 

product of the deep integration of ubiquitous power IOT and smart grid in the field of 

power distribution - the distribution IOT will be a positive response to the development 

trend of the integration of energy revolution and digital revolution [6]. The current 

overall architecture of the distribution Internet of things is essentially a centralized 

data storage and processing mode. With the access of a large number of low-voltage 

intelligent terminals, its security problems are increasingly prominent [7]. Identity 

authentication technology can solve the above problems well. At present, the identity 

authentication technology in the power grid has the problem of third-party trust, and 

the centralized authentication method will reduce the authentication efficiency and 

security, and cannot meet the needs of network security protection [8]. Blockchain 

technology is an emerging technology that deeply integrates distributed storage, 

point-to-point transmission, consensus mechanism and encryption algorithm. It has 

distinct characteristics such as decentralization, openness, transparency, traceability 

and non tampering, and can effectively solve the defects in traditional authentication 

methods [9]. 

In view of the security access requirements of distribution IOT terminals, this paper 

proposes a distributed access authentication scheme for distribution IOT terminals by 

using the characteristics of blockchain distribution and traceability. This scheme uses 

the blockchain technology to store and verify the terminal identity information, and 

performs authentication through the PBFT consensus algorithm. 

 

2. System scheme design 

The blockchain based terminal access authentication scheme of the distribution 

Internet of things is divided into two stages: registration and authentication. 

Registration stage: the power distribution IOT terminal sends a registration request to 

the authentication server. After receiving the request, the authentication server verifies 

the registration information and determines whether the device has been registered. 

If there is no record of the device, the relevant information is stored in the blockchain 

node, and the certificate is generated and sent back to the registration requesting 

terminal. Authentication stage: the power distribution IOT terminal equipment sends 

an access authentication request to the master node, generates new block storage 

terminal information for the terminals that pass the authentication and connects to 
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the blockchain, and keeps relevant records for the terminals that fail the authentication. 

2.1 Registration stage 

The terminal applying for registration generates the public key and private key 

according to the RSA encryption algorithm. The terminal generates the registration 

information file, hashes the file to obtain the hash value H, signs the hash value with 

the private key to obtain the digital signature S, and encrypts the digital signature with 

the public key of the authentication server. The file, and the digital signature to the 

authentication server. 

After receiving the message, the authentication server decrypts the digital signature 

S with its own private key, and then verifies the digital signature with the public key 

of the terminal to obtain the hash value h of the file. At the same time, it hashes the 

file to obtain the hash value H', compares H with H', and proves that the signature is 

valid. 

Generate a digital certificate with a valid period and check whether the user has 

registered. If it has been registered, the registration fails; If not, the registration 

information is stored in the blockchain node. 

The authentication server encrypts the registration information with PKA and returns 

it to the terminal a, indicating that the registration is successful. 

2.2 Certification stage 

RSA based algorithm uses RSA digital signature algorithm and hash function to ensure 

the verifiability and uniqueness of the algorithm. Different digital signatures can be 

generated for different messages through RSA, and different random numbers can be 

obtained. In addition, RSA verification algorithm can verify the signatures and judge 

the validity of random numbers. Under the same security length, elliptic curve digital 

signature algorithm is shorter than RSA digital signature algorithm in key length and 

signature length, which can effectively reduce data transmission content and reduce 

communication cost in distributed system. In addition, the elliptic curve digital 

signature algorithm has a faster signature generation speed than RSA, which can 

reduce the running time of the algorithm. Therefore, this paper uses verifiable random 

function based on elliptic curve to select the master node. The specific process is as 

follows: 

1) send an access request to the master node 

The terminal to be accessed first hashes the access request information and the 

registration certificate to obtain the hash value H1, uses the private key to sign the 

hash value to obtain the digital signature S1, and sends the public key, file and digital 

signature to the master node. 

2) master node validation 

After receiving the request information, the master node uses the public key to verify 
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the digital signature to obtain the hash value H1 of the file. At the same time, it hashes 

the file to obtain the hash value H1', compares H1 with H1', and proves that the 

signature verification is successful. For the nodes passing the above preliminary 

verification, the master node extracts the request information to form a distributed 

authentication protocol request message. 

3) distributed authentication through consensus algorithm 

In response to the authentication application, the master node broadcasts the access 

request information to other nodes in the authentication group. The other nodes run 

the PBFT algorithm to complete the distributed authentication and generate new block 

storage device information. The master node returns the authentication result to the 

terminal. The specific work is as follows: 

Request stage: the power distribution IOT terminal sends the access request 

information to the master node 0. 

Pre prepare stage: the master node 0 verifies the message received and sends the pre 

prepare message to other nodes in the authentication group. The message includes 

the view number, its own block number, message list, message list hash value, 

previous block hash value, etc. 

Prepare stage: after receiving the pre prepare message, the non primary node in the 

authentication group verifies the validity of the message content. If the verification 

passes, it accepts the message and enters the prepare stage. Broadcast the prepare 

message to other nodes in the group. If a node in the authentication group receives 

2F+1 consistent prepare messages, ensure that the message content is not tampered 

with during transmission. The commit phase is entered. 

Commit phase: the nodes calculate and broadcast the commit messages. All nodes 

collect the commit messages in the network. When the number of commit messages 

collected by the existing nodes is greater than or equal to 2F+1 (including itself), then 

this round of consensus is reached and the terminal identity authentication is 

successful. 

Reply stage: when 2F+1 commit messages are received, it indicates that terminal is 

allowed to access the corresponding network. The master node generates a new block 

to store the relevant information of terminal and links it to the existing blockchain. 

And returns the authentication result to the terminal. If the authentication fails, will 

be denied access to the network and relevant records will be kept. 

 

3. Conclusion 

With the in-depth development of Internet of things technology in the field of 

distribution network, distribution Internet of things terminals put forward higher 

requirements for safe access. Based on the decentralization and verifiability of the 
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blockchain, this paper proposes an access authentication scheme suitable for 

distribution IOT terminals. Complete the distributed authentication of the terminal to 

be accessed through the PBFT algorithm and save it in the blockchain ledger. The 

scheme has high access authentication efficiency and meets the various requirements 

of the distribution Internet of things for security, real-time and reliability. 
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